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Every computer on the internet is connected to a huge worldwide tree of dns servers.
M ost organisations have morethan onednsser ver, and even Personal AreaNetworks
have abuilt-in dns server in asmall modem or router.

In this chapter we will explain what dns actually is and how to set it up using Linux.
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1.1. about dns

1.1.1. name to ip-address resolution

Thedomain name system or dnsisaservice on atcp/ip network that enables clients
to translate names into ip-addresses. It is much more than that, but let'skeep it smple
for now.

When you use a browser to go to a website, then you type the name of that website
in the url bar. But for your computer to actually communicate with the web server
hosting said website, your computer needs the ip-address of that web server. That is
where dns comesin.

Where is google.com ?
-

é

|
Itis at 66.102.13.105.
. -
192.168.1.30
212.71.8.10

In wireshark you can use the dnsfilter to see this traffic.
| Filter: Hdns | ~ || Expression... || Clea[” App1y|
No. . Time Source Destination Protocol Info

4560 11.467767 192.168.1.30 212.71.8.10 DNS Standard query A google.com

4569 11.487774 212.71.8.16 192.168.1.38 DNS Standard query response A 66.182.13.185

1.1.2. history

In the Seventies, only a few hundred computers were connected to the internet. To
resolve names, computers had aflat file that contained a table to resolve hostnames
to ip-addresses. This local file was downloaded from hosts.txt on an ftp server in
Stanford.

In 1984 Paul M ockapetris created dns, a distributed treelike hierarchical database
that will be explained in detail in these chapters.

Today, dnsor domain name system isaworldwide distributed hierarchical database
controlled by ICANN. Its primary function is to resolve names to ip addresses, and
to point to internet servers providing smtp or ldap services.

The old hosts.txt fileisstill active today on most computer systems under the name
/etc/hosts. We will discussthisfile later, asit can influence name resolution.
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1.1.3.

forward and reverse lookup queries

The question aclient asksadns server iscalled aquery. When aclient queriesfor an
ip-address, thisis called aforward lookup query (as seen in the previous drawing).

Thereverse, aquery for the name of ahost, iscalled areverselookup query.

Below apicture of areverselookup query.

Who is 178.63.30.100 ?
o

“
' % It is antares.ﬁinszs.net.

192.168.1.30

212.71.8.10

Hereis a screenshot of areverselookup query in nslookup.

paul @bul010: ~$ nsl ookup
> set type=PTR

> 178. 63. 30. 100

Server: 212.71.8.10
Address: 212.71.8. 10#53

Non- aut horitative answer:
100. 30. 63. 178. i n-addr. arpa name = antares. gi nsys. net.

Thisiswhat areverse lookup looks like when sniffing with wireshark.

IFilter: |[dns | v || Expression... ||Clea[||App1y|

[ No. . Time Source Destination Protocol  Info
280 172.3087847 192.168.1.38 212.71.8.18 DNS Standard query PTR 100.30.63.178.in-addr.arpa
281 172.321299 212.71.8.18 192.168.1.3@ DNS Standard query response PTR antares.ginsys.net

1.1.4.

/etc/resolv.conf

A client computer needs to know the ip-address of the dns server to be ableto send
gueriestoit. Thisiseither provided by adhcp server or manually entered.

Linux clients keep thisinformation in the /etc/r esolv.conf file.

paul @bul010: ~$ cat /etc/resolv. conf
nanmeserver 212.71.8.10
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1.2. dns namespace

1.2.1.

1.2.2.

hierarchy

The dns namespace is hierarchical tree structure, with the root servers (aka dot-
servers) at the top. The root servers are usualy represented by a dot.

Below theroot-serversarethe Top Level Domainsor tid's.

There are more tld's than shown in the picture. Currently about 200 countries have a
tld. And there are several general tld's like .com, .edu, .org, .gov, .net, .mil, .int and
more recently also .aero, .info, .museum, ...

root servers

There are thirteen root servers on the internet, they are named A to M. Journalists
often refer to these servers as the master servers of the internet, because if these
servers go down, then nobody can (use names to) connect to websites.

Theroot serversare not thirteen physical machines, they are many more. For example
the F root server consists of 46 physical machines that all behave as one (using
anycast).

http://root-servers.org

http://f.root-servers.org
http://en.w ki pedi a. or g/ wi ki / Root _naneserver.
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1.2.3.

1.2.4.

root hints

Every dns server software will come with a list of root hints to locate the root
servers.

root @wen: ~# grep ' A ' /etc/bind/db.root

A. ROOT- SERVERS. NET. 3600000 A 198.41.0.4

B. ROOT- SERVERS. NET. 3600000 A 192. 228. 79. 201
C. ROOT- SERVERS. NET. 3600000 A 192.33.4.12

D. ROOT- SERVERS. NET. 3600000 A 128. 8. 10. 90

E. ROOT- SERVERS. NET. 3600000 A 192. 203. 230. 10
F. ROOT- SERVERS. NET. 3600000 A 192.5.5. 241

G ROOT- SERVERS. NET. 3600000 A 192.112.36. 4

H. ROOT- SERVERS. NET. 3600000 A 128. 63.2.53

| . ROOT- SERVERS. NET. 3600000 A 192. 36. 148. 17
J. ROOT- SERVERS. NET. 3600000 A 192.58.128. 30
K. ROOT- SERVERS. NET. 3600000 A 193. 0. 14. 129
L. ROOT- SERVERS. NET. 3600000 A 199.7.83.42

M ROOT- SERVERS. NET. 3600000 A 202.12. 27. 33
domains

One level below the top level domains are the domains. Domains can have
subdomains (also called child domains).

Thispicture showsdnsdomainslike google.com, chess.com, linux-training.be (there
are millions more).
nn

n " ".Org" H.beﬂ

/ '\ |

"google.com" '"chess.com" "linux-training.be"

DNS domains are registered at the tld servers, the tld servers are registered at the
dot servers.
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1.2.5. top level domains

Below the root level are the top level domains or tld's. Originally there were only
seven defined:

Table 1.1. thefirst top level domains

year TLD |purpose

1985 .arpa |Reverse lookup viain-addr.arpa

1985 .com |Commercial Organizations
1985 .edu  |US Educational Institutions
1985 .gov |US Government Institutions
1985 .mil US Military

1985 .net Internet Service Providers, Internet |nfrastructure
1985 .org |Non profit Organizations
1988 int International Treaties like nato.int

Country tld'swere defined for individual countries, like .uk in 1985 for Great Britain
(yesredly), .befor Belgium in 1988 and .fr for France in 1986. See RFC 1591 for
more info.

In 1998 seven new general purpose tld's where chosen, they became active in the
21st century.

Table 1.2. new general purposetld's

year TLD |purpose
2002 .2ero  |aviation related

2001 .biz businesses
2001 .coop |for co-operatives
2001 .info |informative internet resources

2001 | .museum |for museums

2001 .name |for all kinds of names, pseudonyms and |abels...

2004 .pro |for professionals

Many people were surprised by the choices, claiming not much use for them and
wanting a separate .xxx domain (introduced in 2011) for adult content, and .kidz a
save haven for children. In the meantime more useless tld's were create like .travel
(for travel agents) and .tel (for internet communications) and .jobs (for jobs sites).
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1.2.6. fully qualified domain name

1.2.7.

The fully qualified domain name or fqdn is the combination of the hosthame of a
machine appended with its domain name.

If for example asystemiscalled gwen and it isin the domain linux-training.be, then
the fgdn of this system is gwen.linux-training.be.

On Linux systemsyou can use the hostname and domainname commandsto verify
thisinformation.

root @wen: ~# host nane

gwen

root @wen: ~# domai nnane

|'i nux-training. be

root @wen: ~# hostnane --fqdn
gwen. | i nux-training. be

dns zones

A zone (akaazone of authority) isaportion of the DNStree that covers one domain
name or child domain name. The picture below represents zones as blue ovals. Some
zones will contain delegate authority over a child domain to another zone.

”‘Com" H‘be'll

s \

"google.com" "chess.com" '"linux-training.be"

|

"test.linux-training.be"

"mail.google.com"

A dns server can be authoritative over 0, 1 or more dns zones. We will see more
details later on the relation between adns server and adns zone.

A dns zone consists of records, aso called resour ce records. We will list some of
those resour ce r ecor ds on the next page.
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1.2.8. dns records

A record

The A record, which is aso called a host record contains the ipv4-address of a
computer. When a DNS client queries a DNS server for an A record, then the DNS
server will resolve the hostname in the query to an ip-address. An AAAA record is
similar but contains an ipv6 address instead of ipv4.

PTR record

A PTR record isthe reverse of an A record. It contains the name of a computer and
can be used to resolve an ip-address to a hostname.

NS record

A NS record or nameserver record is arecord that points to a DNS name server
(in this zone). You can list al your name servers for your DNS zone in distinct NS
records.

glue A record

An A record that maps the name of an NS record to anip addressis said to be aglue
record.

SOA record

The SOA record of a zone contains meta information about the zone itself. The
contents of the SOA record is explained in detail in the section about zone transfers.
There is exactly one SOA record for each zone.

CNAME record

A CNAME record maps a hostname to a hostname, creating effectively an aliasfor
an existing hostname. The name of the mail server is often aliased to mail or smtp,
and the name of aweb server to www.

MX record

TheM X record pointsto an smtp server. When you send an email to another domain,
then your mail server will need the MX record of the target domain's mail server.
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1.3. caching only servers

1.3.1.

A dns server that is set up without authority over a zone, but that is connected to
other name servers and caches the queries is called a caching only name server.
Caching only name servers do not have a zone database with resource records.
Instead they connect to other name servers and cache that information.

Therearetwo kinds of caching only name servers. Thosewith aforwar der, and those
that use the root servers.

caching only server with forwarder
A caching only server with a forwarder is a DNS server that will get al its

information from the forwar der. The forwarder must be adns server for example
the dns server of an internet service provider.

0‘3\)@ I
o B

company DNS server

internet

"the forwarder"

Thispictureshowsadnsserver onthecompany LAN that has set the dnsserver from
their isp asaforwarder. If theip address of the isp dns server is212.71.8.10, then
the following lines would occur in the named.conf file of the company dns server:

forwarders {
212.71.8.10;

b
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1.3.2. caching only server without forwarder

A caching only server without forwarder will have to get information elsewhere.
When it receives a query from aclient, then it will consult one of the root servers.
Theroot server will refer it to atld server, which will refer it to another dns server.
That last server might know the answer to the query, or may refer to yet another
server. In the end, our hard working dns server will find an answer and report this
back to the client.

In the picture below, the clients asks for the ip address of linux-training.be. Our
caching only server will contact the root server, and berefered to the .be server. 1t will
then contact the .be server and be refered to one of the name servers of Openminds.
One of these name servers (in this cas nsl.openminds.be) will answer the query with
the ip-address of linux-training.be. When our caching only server reports this to the
client, then the client can connect to this website.
non
U

/ \\

e "be" ".org" ".com"
/ﬂ\
N \

"linux-training.be" "nsl.openminds.be"

Where is linux-training.be ?
-

¢

N\

)

It is at 178.63.30.100.
C—

1.3.3. iterative or recursive query

A recursive query is a DNS query where the client that is submitting the query
expects a complete answer (Like the fat red arrow above going from the Macbook
to the DNS server). An iterative query is a DNS query where the client does not
expect a complete answer (the three black arrows originating from the DNS server
in the picture above). Iterative queries usually take place between name servers. The
root name servers do not respond to recursive queries.

10
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1.4. authoritative dns servers

A DNS server that is controlling a zone, is said to be the authoritative DNS server
for that zone. Remember that a zone is a collection of resour ce records.

e SOA
"linux-training.be"

MX A
NS

1.5. primary and secondary

When you set up the first authoritative dns server for a zone, then thisis called the
primary dns server. This server will have areadable and writable copy of the zone
database. For reasons of fault tolerance, performance or load balancing you may
decide to set up another dns server with authority over that zone. Thisis called a
secondary dns server.

"11nux tramlng be" "11nux tralnlng be"
A
writable copy of the zone readonly copy of the zone

1.6. zone transfers

The slave server receives a copy of the zone database from the master server using a
zonetransfer. Zone transfers are requested by the slave servers at regular intervals.
Those intervals are defined in the soa r ecor d.

zone transfer

11
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1.7. master and slave

When adding asecondary dnsserver to azone, then you will configurethisserver as
aslave server tothe primary server. The primary server then becomes the master
server of the save server.

Often the primary dns server isthe master server of all saves. Sometimes a slave
server ismaster server for asecond line slave server. In the picture below nsl isthe
primary dns server and ns2, ns3 and ns4 are secondaries. The master for slaves ns2
and ns3 is nsl, but the master for ns4 isns2.

master

zone transfer

——————

1.8. SOA record

The soa record contains arefresh vaue. If thisis set to 30 minutes, then the slave
server will request a copy of the zone file every 30 minutes. Thereis also aretry
value. The retry value is used when the master server did not reply to the last zone
transfer request. Thevaluefor expiry time sayshow long the slave server will answer
to queries, without receiving a zone update.

Below an example of how to use nslookup to query the soa record of azone (linux-
training.be).

root @ebi an6: ~# nsl ookup

> set type=SCOA

> server nsl.openninds. be

> | i nux-training. be

Server: nsl. openm nds. be
Addr ess: 195. 47. 215. 14#53

I'i nux-training. be
origin = nsl.openmni nds. be
mai | addr = host nmast er. openni nds. be
serial = 2321001133
refresh = 14400
retry = 3600
expire = 604800
m ni mum = 3600

Zone transfers only occur when the zone database was updated (meaning when one
or more resource records were added, removed or changed on the master server). The

12
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slave server will compare the serial number of its own copy of the SOA record with
the serial number of its master's SOA record. When both serial numbers are the same,
then no update is needed (because no records were added, removed or deleted). When
the slave has alower serial number than its master, then azone transfer is requested.

Below a zone transfer captured in wireshark.

Time Source Destination Protocol | Info

1 8.8000680 192.168.1.37 192.168.1.35 DNS Standard query SOA cobbaut.paul

2 0.808502 192.168.1.35 192.168.1.37 DNS Standard query response SOA ns.cobbaut.paul
3 0.814672 192.168.1.37 192.168.1.35 TCP 33713 > domain [SYN] Seq=0 Win=5840 Len=0 MS
4 8.015215 192.168.1.35 192.168.1.37 TCP domain > 33713 [SYN, ACK] Seq=0 Ack=1 Win=57
5 0.815387 192.168.1.37 192.168.1.35 TCP 33713 > domain [ACK] Seg=1 Ack=1 Win=5856 Le
6 0.815954 192.168.1.37 192.168.1.35 TCP [TCP segment of a reassembled PDU]

7 0.818359 192.168.1.35 192.168.1.37 TCP domain > 33713 [ACK] Seg=1 Ack=3 Win=5792 Le
8 0.0818411 192.168.1.37 192.168.1.35 DNS Standard query IXFR cobbaut.paul

9 0.018823 192.168.1.35 192.168.1.37 TCP domain > 33713 [ACK] Seg=1 Ack=77 Win=5792 L
18 ©.019784 192.168.1.35 192.168.1.37 DNS Standard query response S0A ns.cobbaut.paul
11 0.819821 192.168.1.37 192.168.1.35 TCP 33713 > domain [ACK] Seg=77 Ack=295 Win=6912
12 ©.020618 192.168.1.37 192.168.1.35 TCP 33713 > domain [FIN, ACK] Seq=77 Ack=295 Win
13 9.021011 192.168.1.35 192.168.1.37 TCP domain > 33713 [FIN, ACK] Seq=295 Ack=78 Win

1.9. full or incremental zone transfers

When a zone tranfer occurs, this can be either afull zone transfer or an incremental
zone transfer. The decision depends on the size of the transfer that is needed to
completely update the zone on the slave server. An incremental zone transfer is
prefered when the total size of changesis smaller than the size of the zone database.
Full zone transfers use the axfr protocol, incremental zone transfer use the ixfr
protocol.

13
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1.10. DNS cache

DNS s a caching protocol.

When a client queries its local DNS server, and the loca DNS server is not
authoritative for the query, then this server will go looking for an authoritative name
server in the DNS tree. The local name server will first query aroot server, then a
tld server and then a domain server. When the local name server resolves the query,
then it will relay this information to the client that submitted the query, and it will
also keep a copy of these queries in its cache. So when a(nother) client submits the
same query to this name server, then it will retrieve this information form its cache.

For example, a client queries for the A record on www.linux-training.be to its local
server. This is the first query ever received by this local server. The local server
checksthat it is not authoritative for the linux-training.be domain, nor for the .betld,
and it is aso not aroot server. So the local server will use the root hints to send an
iterative query to aroot server.

Theroot server will reply with areference to the server that isauthoritative for the .be
domain (root DNS servers do not resolve fgdn's, and root servers do not respond to
recursive queries).

Thelocal server will then sent an iterative query to the authoritative server for the .be
tld. This server will respond with areference to the name server that is authoritative
for the linux-training.be domain.

The local server will then sent the query for www.linux-training.be to the
authoritative server (or one of its slave servers) for the linux-training.be domain.
When the local server receives the ip-address for www.linux-training.be, then it will
provide this information to the client that submitted this query.

Besides caching the A record for www.linux-training.be, the local server will also
cache the NS and A record for the linux-training.be name server and the .be name
server.

14
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1.11. forward lookup zone example

Theway to set up zonesin /etc/named.conf isto create a zone entry with areference
to another file located in /var/named.

Hereis an example of such an entry in /etc/named.conf:

zone "cl assdenmo.local" IN {
type master;
file "classdeno. | ocal .zone";
al | ow- update { none; };

b

To create the zonefile, the easy method isto copy an existing zonefile (thisis easier
than writing from scratch).

[ root @GRHEL4b named]# cd /var/ naned/

[ root @GRHEL4b named] # pwd

/ var/ named

[ root @RHEL4b nanmed]# cp | ocal host. zone cl assdenv. | ocal . zone
[ root @GRHEL4b named] #

Hereis an example of azonefile.

[ root @RHEL4b named] # cat cl assdeno. | ocal . zone
$TTL 86400
$ORI G N cl assdenp. | ocal .

@ IN SCA rhel 4b. cl assdeno. | ocal . adm n. cl assdeno. | ocal . (
2007083100 ; serial
3H ; refresh
900 ;o retry
1w ;oexpiry
1D ) 7 m ni num
I N NS r hel 4b. cl assdenv. | ocal .
IN MX 10 mai | . cl assdeno. | ocal .
IN A 192.168.1. 191
rhel 4b IN A 192.168.1. 191
mai | IN A 192.168.1. 191
WWAWW IN A 192.168.1. 191
ftp IN A 192.168.1. 191
server2 I'N A 192.168.1.1

15
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1.12. Practice: caching only DNS server

la. installing DNS software on Debian/Ubuntu

root @bul010srv: ~# dpkg -1 | grep bind9
ii bi nd9- host 1:9.7.1. df sg. P2- 2ubunt u0. 2 Version of 'host' bun\
dled with BIND 9. X
ii | i bbi nd9- 60 1:9.7. 1. df sg. P2- 2ubunt u0. 2 Bl ND9 Shared Library \
used by BI ND
root @bul010srv: ~# aptitude install bind9
The foll owi ng NEW packages will be installed

bi nd9 bi nd9util s{a}
0 packages upgraded, 2 newy installed, O to remove and 0 not upgraded.
Need to get 433kB of archives. After unpacking 1,352kB will be used
Do you want to continue? [Y/n/?]

output truncated ...

* Starting domain name service... bind9 [ &K ]
root @bul010srv: ~# dpkg -1 | grep bind9
ii bind9 1:9.7.1. df sg. P2- 2ubunt u0. 2 I nternet Donmai n Nane Server
ii bind9-host 1:9.7.1. dfsg.P2-2ubuntu0.2 Version of 'host' bundled w
ith BIND 9. X
ii bind9utils 1:9.7.1. dfsg.P2-2ubuntu0.2 Utilities for BIND
ii |ibbind9-60 1:9.7.1.dfsg. P2-2ubuntu0.2 BI ND9 Shared Library used b\
y BIND

root @ibul010srv: ~#

1b. installing DNS software on RHEL /Fedora

[root @edorald ~]# rpm-qga | grep bind

sanba-w nbind-clients-3.5.8-74.fcl4.i 686
bind-utils-9.7.3-1.fcl4.i 686

PackageKi t - devi ce-rebind-0.6.12-2.fcl14.i 686
bind-1ibs-9.7.3-1.fcl4.i 686

[root @edorald ~]# yuminstall bind

Loaded pl ugi ns: | angpacks, presto, refresh-packagekit
Addi ng en_US to | anguage |i st

Setting up Install Process

Resol vi ng Dependenci es

--> Runni ng transaction check

---> Package bind.i 686 32:9.7.3-1.fcl4 set to be installed
--> Fi ni shed Dependency Resol ution

...output truncated

Runni ng Transaction
Installing : 32:bind-9.7.3-1.fcl4.i 686 1/1

Install ed:
bind.i 686 32:9.7.3-1.fcl14

Conpl et e!

[root @edorald ~]# rpm-qga | grep bind
sanba-w nbind-clients-3.5.8-74.fcl4.i 686
bind-utils-9.7.3-1.fcl4.i 686

PackageKi t - devi ce-rebind-0.6.12-2.fcl14.i 686
bind-1ibs-9.7.3-1.fcl4.i 686
bind-9.7.3-1.fcl4.i 686

[root @edorald ~]#

2. Discover the default configuration files. Can you define the purpose of each file ?
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2a. On Fedora:

[root @edorald ~]# |Is -1d /etc/nanmed*

drwxr-x---. 2 root naned 4096 Feb 18 16:07 /etc/ nanmed
STWr----- . 1 root naned 1008 Jul 19 2010 /etc/naned. conf
-rwr--r--. 1 root nanmed 2544 Feb 18 16: 07 /etc/naned.iscdlv. key
STWr----- . 1 root naned 931 Jun 21 2007 /etc/naned.rfcl1912. zones
-rwr--r--. 1 root nanmed 487 Jul 19 2010 /etc/naned.root.key
[root @edorald ~]# |s -1 [var/nanmed/

total 28

drwxrwx---. 2 naned naned 4096 Feb 18 16: 07 data

drwxrwx---. 2 nanmed named 4096 Feb 18 16: 07 dynamic

STWr----- . 1 root naned 1892 Feb 18 2008 naned.ca

STWr----- . 1 root named 152 Dec 15 2009 naned. enpty
STWr----- . 1 root nanmed 152 Jun 21 2007 naned. | ocal host
STWr----- . 1 root nanmed 168 Dec 15 2009 naned.| oopback
drwxrwx---. 2 naned naned 4096 Feb 18 16: 07 sl aves

2. On Ubuntu:

root @ibul010srv: ~# |Is -1 /etc/bind

total 52

-rwr--r-- 1 root root 601 2011-02-23 16:22 bind. keys
-rwr--r-- 1 root root 237 2011-02-23 16:22 db.0

-rwr--r-- 1 root root 271 2011-02-23 16:22 db. 127

-rwr--r-- 1 root root 237 2011-02-23 16:22 db. 255

-rwr--r-- 1 root root 353 2011-02-23 16:22 db. enpty
-rwr--r-- 1 root root 270 2011-02-23 16:22 db.loca

-rwr--r-- 1 root root 2994 2011-02-23 16: 22 db.root

-rwr--r-- 1 root bind 463 2011-02-23 16: 22 namned. conf
-rwr--r-- 1 root bind 490 2011-02-23 16: 22 naned. conf. defaul t-zones
-rwr--r-- 1 root bind 165 2011-02-23 16: 22 naned. conf. | oca
-rwr--r-- 1 root bind 572 2011-02-23 16:22 naned. conf. options
STWr----- 1 bind bind 77 2011-05-15 17:52 rndc. key
-rwr--r-- 1 root root 1317 2011-02-23 16: 22 zones.rfc1918

3. Setup caching only dns server. Thisis normally the default setup. A caching-only
name server will look up names for you and cache them. Most tutorials will tell you
to add aforwarder, so wefirst try without this!

r oot @bul010srv:/var/l og# nsl ookup

> server 192.168.1.37

Defaul t server: 192.168.1.37

Address: 192.168. 1. 37#53
>

> sl ashdot.org
Server: 192.168.1.37
Address: 192.168. 1. 37#53

Non- aut horitative answer:
Narme: sl ashdot.org
Address: 216. 34. 181. 45

Hey this seems to work without a forwarder. Using a sniffer you can find out what
really happens (sincethe server isnot using acache, not using your dns-server (from/
etc/resolv.conf). So where is this information coming from, and what can you learn
from sniffing this dns traffic ?

4. Explainin detail what happens when you enable a caching only dns server without
forwarder. This wireshark screenshot can help, but you learn more by sniffing the
traffic yourself! | will choose two volunteers to explain thisin front of the class.
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File Edit View Go Capture Analyze "Statistice Telephony Tools Help

SEdew BAXEBIQ @ va v [EE @& -

[Filter:][dns l v ][Egpressiun...J[Clea[“Appb]

| Source Destination | Protocol  Info

210 18.4831 128.8.10.90 192.168.1.37 ' Standard query response

Transaction ID: 0Ox6826
P Flags: ©x808@ (Standard query response, No error)

Questions: 1

Answer RRs: ©

Authority RRs: 9

Additional RRs: 13

P slashdot.org: type A, class IN
< Authoritative nameservers

P org: type NS, class IN, ns a2.org.afilias-nst.info
org: type NS, class IN, ns b2.org.afilias-nst.org
org: type NS, class IN, ns d@.org.afilias-nst.org
org: type NS, class IN, ns b@.org.afilias-nst.org
org: type NS, class IN, ns a@.org.afilias-nst.info
org: type NS, class IN, ns c@.org.afilias-nst.info
org: type DS, class IN
org: type DS, class IN

b org: type RRSIG, class IN
b Additional records

VTV TV

R
0830 00 00 89 80 Od lashdot.
CLEHEGT 72 67 00 00 01 00 OT[o: R TN 1 RN AR N1 R P B O 1 . . . . . [
8058 a3 00 09 19 02 61 32 @3 6f 72 67 Ob 61 66 69 6c  ..... a2. org.afil
@060 69 61 73 2d 6e 73 74 04 69 6e 66 6T 00 c® 15 80 ias-nst. info....
@070 02 00 01 0P 02 a3 @@ @@ 15 02 62 32 @3 6f 72 67 ........ ..b2.0rg
8080 ©Ob 61 66 69 6c 69 61 73 2d 6e 73 74 c@ 15 cB® 15 .afilias -nst....
6090 60 B2 @0 01 P ©2 a3 OB OO @5 92 64 30 cB 52 c®@ ........ ...de.R.
8020 15 B0 62 06 91 0O €2 a3 GO @0 ©5 P2 62 38 cB® 52 ........ we £ DR,
@ebé cO 15 66 62 6P 61 €@ B2 a3 60 66 O5 62 61 3B cB ........ ..... ag.
@6cé 2d co 15 00 62 68 ©1 PO B2 a3 68 OB B5 @2 63 30 -....... ...... ce

e -n md -n ar AA AL An A L R T L T e T R e o L ~ .
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1.13. Practice: caching only with forwarder

5. Add alocal dns-server as a forwarder (at my home thisis 192.168.1.1, probably
different ip in a classroom!).

root @bul010srv: ~# grep -A2 forwarder /etc/bind/ named. conf.options| t\

ail -3
forwarders {
192.168. 1. 1;
b
root @ibul010srv: ~# /etc/init.d/ bind9 restart
* Stoppi ng domai n name service... bind9 [ &K ]
* Starting domain name service... bind9 [ &K ]

root @Quibul010srv: ~#

6. Explain the purpose of adding theforwarder. What isour DNS server doing when it
receivesaquery ? Again thewireshark screenshot can help, you should see something
similar.

root @bul010srv: ~# nsl ookup
> server

Default server: 192.168.1.4
Address: 192.168. 1. 4#53

> server 192.168.1. 37
Default server: 192.168.1.37
Address: 192.168. 1. 37#53

>

> cobbaut . be

Server: 192. 168. 1. 37
Address: 192.168. 1. 37#53

Non- aut horitati ve answer:

Nane: cobbaut. be
Address: 88.151.243.8

| Filcer: Hdns | - || Expression... || Clear || App1y|
No. - Time Source Destination Protocol ' Info
|
285 13.759925 192.168.1.1 192.168.1.37 DNS Standard query response A 88.151.243.8

b Ethernet II, Src: 8c:7b:9d:d6:df:f2 (8c:7b:9d:d6:df:f2), Dst: ZygateCo aa:68:f0 (00:02:cf:aa:68
P Internet Protocol, Src: 192.168.1.37 (192.168.1.37), Dst: 192.168.1.1 (192.168.1.1)
P User Datagram Protocol, Src Port: 44677 (44677), Dst Port: domain (53)
< Domain Name System (query)
Transaction ID: ©xf488
P Flags: 0x0100 (Standard query)
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: 1
¥ Queries
P cobbaut.be: type A, class IN
I Additional records

7. What happens when you query for the same domain name more than once ?
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8. Why does it say "non-authoritative answer" ? When is adns server authoritative ?

9. You can aso use dig instead of nslookup.

dig @92.168.1.37 |linux-training.be

10. How can we avoid having to set the server in dig or nslookup ?

root @ibul010srv: ~# cat /etc/resolv. conf
naneserver 127.0.0.1

11. When you use dig for the first time for a domain, where is the answer coming
from ? And the second time ? How can you tell ?
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1.14. Practice: primary authoritative server

1. Instead of only cachng the information from other servers, we will now make our
server authoritative for our own domain.

2. | choosethenew TLD .paul and the domain cobbaut.paul and put the information
in /etc/bind/named.conf.local.

r oot @bul010srv:/etc/ bind# grep -Cl cobbaut nanmed. conf.| ocal

zone "cobbaut. paul " {
type master;
file "/etc/bind/ db. cobbaut. paul";

b

3. Also add a zone database file, similar to this one (add some A records for testing).
Set the Refresh and Retry values not too high so you can sniff this traffic (this
example makes the slave server contact the master every 300 seconds).

root @ibul010srv:/etc/ bi nd# cat db. cobbaut. paul

1

; BIND data file for domain cobbaut. paul

$TTL 604800
@I N SQA ns. cobbaut . paul . root. cobbaut. paul . (

20110516 ; Serial
300 ; Refresh
200 ; Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL
@ I'N NS ns. cobbaut . paul .
ns IN A 192.168. 1. 37
ubul010srv I'N A 192.168.1. 37
anya IN A 192.168.1.1
mac IN A 192.168. 1. 30

root @Qibul010srv:/ et c/ bi nd#

4. Restart the DNS server and check your zone in the error log.

root @bul010srv:/etc/ bi nd# grep cobbaut /var/| og/ daenon.| og
May 16 00: 33: 49 ubul010srv named[ 25449]: zone cobbaut. paul /I N: | oaded\
serial 20110516

5. Use dig or nslookup (or even ping) to test your A records.

r oot @bul010srv:/etc/ bi nd# pi ng mac. cobbaut . paul

PI NG nac. cobbaut . paul (192.168.1.30) 56(84) bytes of data.

64 bytes from 192.168.1.30: icnp_req=1 ttl=64 tinme=2.28 ns

64 bytes from 192.168.1.30: icnp_req=1 ttl=64 tinme=2.31 ns (DUP!)

nC

--- mac. cobbaut. paul ping statistics ---

1 packets transmtted, 1 received, +1 duplicates, 0% packet |oss, tine Ons
rtt mn/avg/ max/ ndev = 2.282/2.296/2.310/0.014 ns

r oot @bul010srv:/etc/ bi nd# di g anya. cobbaut . paul

; <<>> DiG 9.7.1-P2 <<>> anya. cobbaut . paul

;; global options: +cnd

;; Got answer:

;7 ->>HEADER<<- opcode: QUERY, status: NOCERROR, id: 38237
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7, flags: qr aa rd ra; QUERY: 1, ANSVER 1, AUTHORITY: 1, ADDI TIONAL: 1

;. QUESTI ON SECTI ON:
;anya. cobbaut . paul . IN A

;. ANSWER SECTI ON:
anya. cobbaut . paul . 604800 IN A 192.168.1.1

;7 AUTHORI TY SECTI ON:
cobbaut . paul. 604800 I N NS ns. cobbaut. paul .

;; ADDI TI ONAL SECTI ON:
ns. cobbaut . paul . 604800 IN A 192.168. 1. 37

7, Query time: 1 nsec
7 SERVER 127.0.0.1#53(127.0.0.1)
;> WHEN: Mon May 16 00: 38: 22 2011
;. MBG SIZE rcvd: 84

root @ibul010srv: /et c/ bi nd#

6. Our primary server appears to be up and running. Note the information here:

server os : Ubuntu 10.10
ip: 192.168.1.37

donei n name: cobbaut . paul
server nane: ns.cobbaut. paul
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1.15. Practice: reverse DNS

1. We can add ip to name resolution to our dns-server using areverse dns zone.

2. Start by adding a .arpa zone to /etc/bind/named.conf.local like this (we set notify
to no to avoid sending of notify messages to other name servers):

root @bul010srv:/etc/ bind# grep -A4 arpa naned. conf. | ocal
zone "1.168.192.in-addr. arpa" {

type master;

notify no;
file "/etc/bind/ db. 192";
b

3. Also create a zone database file for this reverse lookup zone.
root @ubul010srv:/etc/ bi nd# cat db. 192
’ BIND reverse data file for 192.168.1.0/24 network

$TTL 604800
@ | N SQA ns. cobbaut. paul root.cobbaut. paul. (
20110516 ; Seria
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL

@I N NS ns.

37 I N PTR ns. cobbaut . paul
1 I N PTR anya. cobbaut . paul
30 I N PTR mac. cobbaut . paul
root @ubul010srv: /et c/ bi nd#

4. Test with nslookup or dig:

root @bul010srv:/etc/ bind# dig 1.168.192.in-addr.arpa AXFR
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1.16. Practice: a DNS slave server

1. A dave server transfers zone information over the network from a master server (a
slave can also be amaster). A primary server maintains zone recordsin itslocal file
system. As an exercise, and to verify the work of all students, set up a slave server
of al the master serversin the classroom.

2. Before configuring the slave server, we have to allow transfers from our zone to
this server. Remember that thisis not very secure since transfers arein clear text and
limited to an ip address. This example follows our demo from above. The ip of my
save server is 192.168.1.31, yours is probably different.

root @bul010srv:/etc/ bind# grep - A2 cobbaut nanmed. conf. | ocal
zone "cobbaut. paul " {

type master;

file "/etc/bind/ db. cobbaut. paul";
allowtransfer { 192.168.1.31; };
b
root @bul010srv: /et c/ bi nd#

3. My slave server is running Fedora 14. Bind configuration files are only a little
different. Below the addition of a slave zone to this server, note the ip address
(192.168.1.37) of my master dns server for the cobbaut.paul zone.

[root @edorald etc]# grep cobbaut -A2 naned. conf
zone "cobbaut. paul " {

type sl ave;

file "/var/nanmed/ sl aves/ db. cobbaut . paul ";
masters { 192.168.1.37; };
s
[root @edorald etcl#

4.'Y ou might need to add the ip-address of the server on Fedorato allow queries other
than from local host.

[root @edorald etc]# grep 127 naned. conf
listen-on port 53 { 127.0.0.1; 192.168.1.31; };

5. Restarting bind on the slave server should transfer the zone database file:

[root @edorald etcl# |s -1 /var/naned/sl aves/

total 4

-rwr--r--. 1 naned naned 387 May 16 03: 23 db. cobbaut. paul
[root @edorald etcl#
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2.1. DNS round robin

When you create multiple A records for the same name, then bind will do a round
robin of the order in which the records are returned. This allows the use of DNS
as aload balancer between hosts, since clients will usually take the first ip-address
offered.

Thisiswhat it looks like in the zone configuration file.

faith IN A 192.168.1.20
faith IN A 192.168.1.22

Below a screenshot of nslookup querying aload balanced A record. Notice the order
of ip-addresses returned.

> server 192.168.1.35
Default server: 192.168.1.35
Address: 192.168. 1. 35#53

> faith. cobbaut. pau

Server: 192.168.1.35
Address: 192.168. 1. 35#53

Narme: faith. cobbaut. pau
Address: 192.168.1.20
Narme: faith. cobbaut. pau
Address: 192.168.1.22

> faith. cobbaut. pau
Server: 192.168.1.35
Address: 192.168. 1. 35#53

Nare: faith. cobbaut. pau
Address: 192.168.1.22
Narme: faith. cobbaut. pau
Address: 192.168.1.20

> faith. cobbaut. pau
Server: 192.168.1.35
Address: 192.168. 1. 35#53

Narme: faith. cobbaut. pau
Address: 192.168. 1. 20
Narme: faith. cobbaut. pau
Address: 192.168. 1. 22
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2.2. DNS delegation

You can delegate a child domain to another DNS server. The child domain then
becomes a new zone, with authority at the new dns server.

"linux-training.be"

\

has authority over

DNS child zone delegation

60
2.
9‘ -

"test.linux-training.be"
has authority over

Thisis ascreenshot of the zone database file with delegation.

root @Qbul010srv:/etc/ bind# cat db.linux-training.be
$TTL 3d ; default ttl set to three days
$ORI G N | i nux-training. be
@ IN SCA nsil.linux-training.be. paul.linux-training.be. (
20110524
300
300
10000
20000
)
IN NS nsl.linux-training. be.
IN NS ns2.linux-training. be.
IN NS ns3.linux-training. be.
IN MX 10 snt p. openmi nds. be.
nsl IN A 192.168.1.35
ns2 IN A 192.168. 1. 36
ns3 IN A 192.168. 1. 37
ww | N A 192.168. 1. 35
mac |N A 192.168.1.30

$ORIGA N of fice.linux-training.be

@I N NS ns4.of fice.linux-training.be

; or replace those two lines wth:

; office.linux-training.com IN NS ns4.office.linux-training.be

INNS nsl.linux-training.be. ; in case this is a slave
ns4 IN A 192.168.1.33 ; the glue record
; ns4.office.linux-training.be A 192.168.1.33 ; al so ok!
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2.3. DNS load balancing

Not as above. When you have more than one DNS server authoritative for azone, you
can spread queries amongst all server. One way to do thisis by creating NS records
for all serversthat participate in the load balancing of external queries.

Y ou could aso configure different name servers on internal clients.

2.4. DNS notify

The original design of DNSin rfc 1034 and rfc 1035 implemented arefresh timein
the SOA record to configure atime loop for slavesto query their master server. This
can result in alot of useless pull requests, or in a significant lag between updates.

For thisreason dnsnotify (rfc 1996) was designed. The server will now notify slaves
whenever there is an update. By default this feature is activated in bind.

Notify can be disabled asin this screenshot.

zone "1.168.192.in-addr.arpa" {
type naster;
notify no;
file "/etc/bind/ db. 192";

2.5. testing IXFR and AXFR

Full zone transfers (AXFR) are initiated when you restart the bind server, or when
you manually update the zone database file directly. With nsupdate you can update
a zone database and initiate an incremental zone transfer.

Y ou need DDNS allowed for nsupdate to work.

root @bul010srv: /et c/ bi nd# nsupdate

> server 127.0.0.1

> update add nacl4.linux-training. be 86400 A 192.168.1.23
> send

update fail ed: REFUSED

2.6. DDNS integration with DHCP

Some organizations like to have al their client computers in DNS. This can be
cumbersome to maintain. Luckily rfc 2136 describes integration of DHCP servers
with a DNS server. Whenever DHCP acknowledges a client ip configuration, it can
notify DNS with this clients ip-address and name. This is called dynamic updates
or DDNS.
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2.7.

2.8.

2.9.

2.10.

2.11.

reverse is forward in-addr.arpa

Reverse lookup is actually iomplemented as a forward lookup in the in-addr.ar pa
domain. This domain has 256 child domains (from O.in-addr.arpa to 255.in-
addr.arpa), with each child domain having again 256 child domains. And this twice
more to a structure of over four billion (2 to the power 32) domains.

IpVv6

With rfc 3596 came ipv6 extensions for DNS. There is the AAAA record for ipv6
hosts on the network, and there is the ip6.int domain for reverse lookup (having
16 child domains from 0Q.ip6.int to f.ip6.int, each of those having again 16 child
domains...and this 16 times.

split-horizon dns

Y ou can use the view clause in bind to give different results to different clients.

vi ew "antwerp" {
match-clients { 172.16.42/24; }; // the network in Antwerp
zone "cobbaut. paul " {
type master;
file "/etc/bind/db. cobbaut. paul.antwerp”; // wwww=172.16.42.9

}s

vi ew "brussel s" {
match-clients { 172.16.33/24; }; // the Brussels network
zone "cobbaut. paul " {
type master;
file "/etc/bind/db. cobbaut. paul . brussels"; // ww=172.16.33.4

DNS security : file corruption

To mitigate file corruption on the zone files and the bind configur ation files protect
them with Unix permissions and take regular backups.

DNS security : zone transfers

Limit zone transfers to certain ip addresses instead of to any. Nevermind that ip-
addresses can be spoofed, still use this.
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2.12.

DNS security : zone transfers, ip

spoofing

2.13.

2.14.

2.15.

You could setup DNSSEC (which is not the easiest to maintain) and with rfc
2845(tsig?) and with rfc 2930(tkey, but this is open to brute force), or you could
disable all zone transfers and use a script with ssh to copy them manually.

DNS security : queries

Allow recursion only from the local network, and iterative queries from outside only
when necessary. This can be configured on master and slave servers.

view "internal" {
match-clients { 192.168. 42/ 24; };
recursion yes;
i
view "external " {
match-clients { any; };
recursion no
i
Or alow only queries from the local network.
options {
al l ow query { 192.168.42.0/24; |ocal host; };
b
zone "cobbaut. paul " {
al l ow query { any; };
b
Or only allow recursive queries from internal clients.

options {
al lowrecursion { 192.168.42.0/24; |ocal host; };
s

DNS security : chrooted bind

Most Linux distributions allow an easy setup of bind in a chrooted environment.

DNS security : DNSSEC

DNSSEC uses public/private keysto secure communications, thisisdescribed inrfc's
4033, 4034 and 4035.
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2.16. DNS security : root

Do not run bind as root. Do not run any application daemon as root.
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