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Chapter 1. installing Debian 8

Thismoduleisastep by step demonstration of an actual installation of Debian 8 (also known
asJessie).

We start by downloading animagefromtheinternet andinstall Debian 8 asavirtual machine
in Virtualbox. We will aso do some basic configuration of this new machine like setting
an ip address and fixing a hostname.

Thisprocedure should bevery similar for other versionsof Debian, and also for distributions
like Linux Mint, xubuntu/ubuntu/kubuntu or M epis. This procedure can also be helpful
if you are using another virtualization solution.

Go to the next chapter if you want to install CentOS, Fedora, Red Hat Enterprise
Linux, ....
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1.1. Debian

Debian is one of the oldest Linux distributions. | use Debian myself on almost every

computer that | own (including raspbian on the Raspberry Pi).

Debian comesin r eleases named after charactersinthemovie Toy Story. The Jessierelease

contains about 36000 packages.

Table 1.1. Debian releases

name number year
Woody 3.0 2002
Sarge 31 2005
Etch 4.0 2007
Lenny 5.0 2009
Squeeze 6.0 2011
Wheezy 7 2013
Jessie 8 2015

Thereis never afixed date for the next Debian release. The next version is released when

itisready.

1.2. Downloading

All these screenshots were made in November 2014, which means Debian 8 was still in

'testing’ (but in 'freeze, so there will be no major changes when it is released).

Download Debian here:
T Debian -- Getting Debian - lceweasel + - 0OX
File Edit View History Bookmarks Tools Help
* & https:/fwww._debian.org/distrib/ * | |@~ DuckDuckGo B w8 ¥/ ' =

|@ Debian -- Getting Debian % | 2k |

(a About Debian Getting Debian Support Developers' Corner

Search

debian / getting debian

Getting Debian

Download an installation

image

Depending on your Internet connection,
voll mav dnwnlnad either of the

If you simply want to install Debian, these are your options:

Try Debian live before
installing

Debian is distributed freely over Internet. You can download all of it from any of our
mirrors. The Installation Manual contains detailed installation instructions.

You can try Debian by booting a live

custem from a CH NDWVD nr ISR kev
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After acouple of clicks on that website, | ended up downloading Debian 8 (testing) here. It
should be only one click once Debian 8 is released (somewhere in 2015).

-

- Index of /cdimage/weekly-builds/amdé4/iso-cd - lceweasel 4+ - 0OX
File Edit View History Bookmarks Tools Help
€ debian.org/cdimage/weekly-builds/amdéd/iso-cd/ ¥ & @~ DuckDuckGo B Wwae 44 V =
.R Index of /cdimage/wee... x | dh |
51 5HA5125UMS 2014-11-03 08:24 14K -
SHAS125UMS . sign 2014-11-03 08:24 836
debian-testing-amd&4-CD-1.is0 2014-11-03 08:24 616M
debian-testing-amd&4-CD-2.is0 2014-11-03 08:24 642M
debian-testing-amd&4-CD-3.is0 2014-11-03 08:24 644M
debian-testing-amd&4-CD-4.is0 2014-11-03 08:24 647TM
debian-testing-amd&4-CD-5.is0 2014-11-03 08:24 555M
debian-testing-amd&4-CD-6.is0 2014-11-03 08:24 G6O5M
debian-testing-amd&4-CD-7.iso 2014-11-03 08:24 625M
debian-testing-amdG4-CD-8.is0 2014-11-03 08:24 644M

debian-testing-amd64-kde-CD-1.is0 2014-11-03 07:35 616M

debian-testing-amd64-1xde-CD-1.iso0 2014-11-03 07:35 640M

debian-testing-amd64-netinst.iso  2014-11-63 07:34 231M

debian-testing-amd64-xfce-CO-1.iso 2014-11-63 07:35 G641M

Apache/2.4.9 (Unix) Server at cdimage.debian.org Port 80

Y ou have many other options to download and install Debian. We will discuss them much
later.

Thissmall screenshot showsthe downloading of anetinst .isofile. Most of the software will
be downloaded during the installation. This also means that you will have the most recent
version of all packages when theinstall isfinished.

Library

Organize ¥ Clear Downloads Search Downloads @
b @ History debian-testing-amdé4-netinst.iso
1L Downloads J
> Tags 3 minutes, 32 seconds remaining — 15.5 of 231 MB (1.0 MB/sec)

b [E All Bookmarks

| already have Debian 8 installed on my |aptop (hence the paul @debian8 prompt). Anyway,
thisisthe downloaded file just before starting the installation.

paul @ebi an8: ~$ |'s -hl debi an-testing-and64-netinst.iso
-rwr--r-- 1 paul paul 231M Nov 10 17:59 debi an-testi ng-and64-netinst.iso
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Create a new virtualbox machine (I already have five, you might have zero for now). Click
the New button to start awizard that will help you create a virtual machine.

o} Oracle VM VirtualBox Manager
File Machine Help

{:} E:% ':§(> A {53 Details  [@ Snapshots

New Settings Start Discard

=] debian7 [E General [E Preview =

[f@‘ @ Powered Off

Mame: RHEL7
winxp Operating System: Red Hat (64 bit)
iﬁg @ Powered Off [ system
E5" RHEL7 . Base Memory: 544 MB RHEL7
&, @ FPow 0 Processors: 2
Execution Cap: 90%
[y centos7 Boot Order: Hard Disk, CD/DVD
= @ Powered Off Acceleration:  VT-x/AMDY, Nested Paging,
PAE/NX
[y server33
I @ Powered Off Display
Video Memory 32 MB w
Remote Desktop Server: Disabled
Video Capture: Disabled

Storage

Controller: IDE

IDE Secondary Master: [CD/OVD] rhel-server-7.0-x86_64-dvd.iso (3.49 GB)
Controller: SATA
SATA Port O: RHEL7.vdi (Normal, 40.00 GB)

{3 Audio |

The machine needs a name, this screenshot shows that | named it server 42.

Create Virtual Machine
Name and operating system

Please choose a descriptive name for the new
virtual machine and select the type of operating
system you intend to install on it, The name you
choose will be used throughout VirtualBox to
identify this machine,

Mame: [serverd3|

Type: |Linux =l @

Version: [Debian (64 bit) =l

Hide Description -::B_ackl MNext = I Cancel
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Most of the defaultsin Virtualbox are ok.

512MB of RAM is enough to practice all the topicsi

Create Virtual Machine

Memory size

n this book.

Select the amount of memary (RAM) in megabytes
to be allocated to the virtual machine.

The recommended memory size is 512 MB.

=< Back

8192 MB

| ﬂext:v-l Cancel

We do not care about the virtual disk format.

Hard drive file type

unchanged.

& DI (VirtualBox Disk Image)!

 WHD (Virtual Hard Disk)
= HOD (Parallels Hard Disk)
~ QED (QEMU enhanced disk)

Hide Description

Create Virtual Hard Drive

~ WMDK (Virtual Machine Disk)

" QCOW [QEMU Copy-On-Write)

= Back | MNext = I

Please choose the type of file that you would like to use for
the new virtual hard drive. If you do not need to use it with
other virtualization software you can leave this setting

Cancel
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Choosing dynamically allocated will save you some disk space (for a small performance
hit).

Create Virtual Hard Drive + 0 X
Storage on physical hard drive

Please choose whether the new virtual hard drive file should
grow as it is used (dynamically allocated) or if it should be
created at its maximum size (fixed size).

A dynamically allocated hard drive file will only use space on
your physical hard drive as it fills up (up to a maximum fixed
size), although it will not shrink again automatically when
space on it is freed.

A fixed size hard drive file may take longer to create on some
systems but is often faster to use.

& :Dynamically allocated:

" Fixed size

= Back | MNext = I Cancel

8GB should be plenty for learning about Linux servers.

Create Virtual Hard Drive 4+ 0 X
File location and size

Please type the name of the new virtual hard drive file into the
box below or click on the folder icon to select a different folder
to create the file in.

|servera2 =)

Select the size of the virtual hard drive in megabytes, This size
is the limit on the amount of file data that a virtual machine will
be able to store on the hard drive.

} [ 8.00 GB

= Back | Create I Cancel |

Thisfinishes the wizard. Y ou virtual machine is almost ready to begin the installation.
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First, make sure that you attach the downloaded .iso image to the virtual CD drive. (by
opening Settings, Storage followed by a mouse click on the round CD icon)

-] serverd2 - Settings 4+ 0 X
E General ‘ Storage ‘
[ system
Attributes
Display
- Name: |IDE

B Audic | () debiantesting-amds4-... Type: [Plixa =]
& Network 4 Controller: SATA ¥ Use Host I/0 Cache

& Serial Ports B server4z.vdi

& usB

[ Shared Folders

BEa&
oK I Cancell Help |

Personally | also disable sound and usb, because | never use these features. | also remove
the floppy disk and use a PS/2 mouse pointer. Thisis probably not very important, but | like
the ideathat it saves some resources.

Now boot the virtual machine and begin the actual installation. After a couple of seconds
you should see a screen similar to this. Choose I nstall to begin the installation of Debian.

serverd2 [Running] - Oracle VM VirtualBox

Machine View Devices Help

_Debian GHUFINineSinstaller boot men

Insta 1

GraphicalNnsEan

Advanced  opios > e la n
Help k
Install witht speccht sunthesis GNU/inux

Press ENTER to boot or TAB to edit a menu entry

B @ e i | (0 [2] Left Winkey
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First select the language you want to use.

f@ serverd2 [Running] - Oracle VM VirtualBox

Machine \iew Devices Help

[11] Select a language |

Choose the language to be used for the installation process. The selected language will
also be the default langusge for the installed system.

Language:

© No localization
filbanian shoip
Arabic e
Asturian Asturianu
Basoue Euskara
Belarusian BEnapyCKas
Bosnian Bosanski
Bulgarian BrAarapckn
Catalan Catal3
Chinese (Simplifiecd) R (RTE D
Chinese (Traditional) RIIER)
Croatian Hrvatski
Czech Cestina
Danish Dansk
putch Neder lands
English En
Esperanto Esperanto
Estonian Eesti
Finnish Suomi
French Francais
Galician Galego
German Deutsch
Greek EAAnU L KD

<Go Back:>

@ 2P @ {0 | (9 (2] Left Winkey

Choose your country. Thisinformation will be used to suggest a download mirror.

f@ serverd2 [Running] - Oracle VM VirtualBox

Machine Wiew Devices Help

[11] select your location |

The selected location will be used to set your time zone and also for example to help
select the system locale. Mormally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose 'other' if
your location is not listed.

Country, territory or area:

Antigua and Barbuda
Australia
Botswana
Canada

Hong Kong
India

Ireland

MNew Zealand
MNigeria
Philippines
Singapore
South Africa
United Kingdom
United States
Zamhia
Zimbabwe

<Go Back:

@ P [ @ {0 | (9 [E] Left Winkey
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Choose the correct keyboard. On servers this is of no importance since most servers are
remotely managed via ssh.

f@ serverd2 [Running] - Oracle VM VirtualBox

[11] Configure the keyboard
Keymap to use:

an En
Albanian
Arabic
Asturian
Bang ladesh
Belarusian
Bengali
Belgian
Bosnian
Brazilian
British English
Bulgarian
Bulgarian (phonetic lawout)
Canadian French
Canadian Multilingual
Catalan
Chinese
Croatian
Czech
Danish
Dutch
Dvorak
Dzongkha
Esperanto
Estonian
Ethiopian

<Go Back:>

B @ e w0 | (9 (2] Left Winkey

Enter ahostname (with fqdn to set adnsdomainname).

FE serverd2 [Running] - Oracle VM VirtualBox

Machine Wiew Devices Help

[!] Configure the network |
Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If uou don't
know what your hostname should be, consult your network administrator. If you are setting
up your own home network, you can make something up here.

Hostname :

<Go Back> <Cant inue>

B @& @ 0| 2 B Left Winkey
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Givetheroot user a password. Remember this password (or use hunter 2).

f@ serverd2 [Running] - Oracle VM VirtualBox

Machine \iew Devices Help

[11] Set up users and passwords |
vou need to set a password for 'root', the system administrative account. A malicious or
ungualified user with root access can have disastrous results, so you should take care to
choose a root password that is not easy to guess. It should not be & word found in
dictionaries, or & word that could be easily associated with you.

A 2ood password will contain a mixture of letters, numbers and punctuation and should be
changed at regular intervals.

The root user should not have an empty password. If you leave this empty, the root
account will be disabled and the system's initial user account will be given the power to
hecome root using the "sudo' command.

Note that you will not be able to see the password as you tupe it.

Root password:

<Go Back: <Cont inues

@ 2P @ {0 | (9 (2] Left Winkey

It isadviced to also create anormal user account. | don't give my full name, Debian 8 accepts
an identical username and full name paul.

FE serverd2 [Running] - Oracle VM VirtualBox

Machine Wiew Devices Help

[11] Set up users and passwords |

A user account will be created for you to use instead of the root account for
non-administrative activities.

Please enter the real name of this user. This information will be used for instance as
default origin for emails sent by this user as well as any program which displays or uses
the uzer's real name. Your full name iz a reasonable choice.

Full name for the new user:

<Go Back> <Cant inue>

@ L& @ | (Y [ Left Winkey

10
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The use entire disk refersto the virtual disk that you created before in Virtualbox..

f@ serverd2 [Running] - Oracle VM VirtualBox

Machine \iew Devices Help

[11] Partition disks |

The installer can guide you through partitioning a disk (using different standard
schemes) or, if you prefer, you can do it manually. With guided partitioning you will
still have & chance later to review and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk
should be used.

Partitioning method:
£t
Guided - use entire disk and set up LWM
Guided - use entire disk and set up encrypted LWM
Manual

<Go Back:>

@ 2P @ {0 | (9 (2] Left Winkey

Again the default is probably what you want. Only change partitioning if you really know
what you are doing.

FE serverd2 [Running] - Oracle VM VirtualBox

Machine Wiew Devices Help

['] Partition disks |
Selected for partitioning:
SCSI3 (0,0,0) (sda) - ATA YBOX HARDDISK: B.6 GB

The disk can be partitioned using one of several different schemes. If you are unsure,
choose the first one.

Partitioning scheme:

in one partition (recommended for new
Separate fhome partition
Separate fhome, swar, and Stmp partitions

<Go Back:

@ L& @ | (Y [ Left Winkey

11
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Accept the partition layout (again only change if you really know what you are doing).

f@ serverd2 [Running] - Oracle VM VirtualBox

Machine \iew Devices Help

[11] Partition disks |

This is an overview of your currently configured partitions and mount points. Select a
partition to modify its settings (file system, mount point, etc.), & free space to create
partitions, or a device to initialize its partition table.

Guided partitioning

Conf igure software RAID

Configure the Logical Yolume Manager
Conf igure encrupted volumes
Configure iSCSI wolumes

30513 (0,0,0) (sda) - 8.6 GB ATA YBOX HARDDISK

#1  primary 8.2 GB f extd 7
#5 logical 401.6 MB f swap swap

<Go Back:>

for help

@ 2P @ {0 | (9 (2] Left Winkey

This is the point of no return, the magical moment where pressing yes will forever erase
data on the (virtual) computer.

FE serverd2 [Running] - Oracle VM VirtualBox

Machine Wiew Devices Help

[11] Partition disks |

If you continue, the changes listed below will he written to the disks. Otherwise, you
will be able to make further changes manually.

The partition tables of the following dewvices are changed:
SCSI3 (0,0,0) (=sda)

The following partitions are going to be formatted:
partition #1 of SCEI3 (0,0,0) (sda) as extd
partition #5 of SCEI3 (0,0,0) (sda) as swap

Write the changes to disks?

@ L& @ | (Y [ Left Winkey

12
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Software is downloaded from amirror repository, preferably choose onethat is close by (as
in the same country).

f@ serverd2 [Running] - Oracle VM VirtualBox

Machine \iew Devices Help

[!] Configure the package manager |

The goal is to find a mirror of the Debian archive that is close to you on the network —-
be aware that nearby countries, or even your own, may not be the best choice.

Debian archive mirror country:

enter information manually
Alzeria

Argent ina
Australia
Austria

Bang ladesh
Belarus

Ee I

Bosnia and Herzegowvina
Brazil
Bulgaria
Canada

Chile

China

Colombia

Costa Rica
Croatia

Czech Republic
Denmark

El Salvador
Estonia
Finland

France

<Go Back:>

buttons

B @ &P w2 (8] Left Winkey

This setup was done in Belgium.

FE serverd2 [Running] - Oracle VM VirtualBox

Machine Wiew Devices Help

[!] Configure the package manager |

Please select a Debian archive mirror. You should use a mirror in your country or region
if you do not know which mirror has the best Internet connection to you.

Usually, ftp.<your country code>.debian.org is a good choice.

Debian archive mirror:

ft bian. org
mirror.as3s?0l.net
http.debian.net
cdn.debian.net
ftp.debian. skynet.be
he.mirror.eurid.eu

<Go Back:

@ L& @ | (Y [ Left Winkey

13
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L eave the proxy field empty (unless you are sure that you are behind a proxy server).

f@ serverd2 [Running] - Oracle VM VirtualBox

Machine \iew Devices Help

[!] Configure the package manager |

If you need to use a HTTP proxy to access the outside world, enter the proxy information
here. Otherwise, leave this blank.

The proxy information should be given in the standard form of
"http:ss [luser] [spass] @ host [:port] «".

HTTF proxy information (blank for none):

<Go Back: <Cont inues

B e il | (2 [2) Left winkey

Choose whether you want to send anonymous statistics to the Debian project (it gathers data
about installed packages). Y ou can view the statistics here http://popcon.debian.org/.

FE serverd2 [Running] - Oracle VM VirtualBox

Machine Wiew Devices Help

[!1] Configuring popularity-contest

The system may anonymously supply the distribution developers with statistics about the
most used packages on this system. This information influences decisions such as which
packages should 2o on the first distribution CD.

If you choose to participate, the automatic submission script will run once every uweek,
sending statistics to the distribution developers. The collected statistics can be wiewed
on htip:sspopcon.debian.orgs.

This choice can be later modified by running 'dpkg-reconfigure popularity-contest''.

Participate in the package usade survey?

<Go Back:

B ® 6P L (0| (P (S Left Winkey

14
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Choose what software to install, we do not need any graphical stuff for this training.

f@ serverd2 [Running] - Oracle VM VirtualBox

Machine \iew Devices Help

[!] Software selection |
At the moment, only the core of the system is installed. To tune the system to your
needs, you can choose to install one or more of the following predefined collections of
software.

Choose software to install:

<Go Back:>

B @ e w0 | (9 (2] Left Winkey

The latest versions are being downloaded.

FE serverd2 [Running] - Oracle VM VirtualBox

Machine Wiew Devices Help

1 Select and install software |

Retrieving file 264 of 265

@ @ =B ] {0 () Left Winkey

15
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Say yesto install the bootloader on the virtual machine.

Fa serverd2 [Running] - Oracle VM VirtualBox
Machine View D s Help

[11 Install the GRUB boot loader on a hard disk |

It =eems that this new installation is the only operating system on this computer. If =o,
it should be safe to install the GRUE boot loader to the master boot record of your first
hard drive.

Warning: If the installer failed to detect another operating system that is present on
your computer, modifying the master boot record will make that operating sustem
temporarily unbootable, though GRUEB can be manually configured later to boot it.
Install the GRUB boot loader to the master boot record?

<Go Back>

B @ =P @ {0 | (2 [(E) Left Winkey

FE serverd2 [Running] - Oracle VM VirtualBox

Machine ‘iew Devices Help

GHU GRUE

ehian G

B - P 0w @] 9 (8] Left Winkey

16
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A couple seconds later you should see a lot of text scrolling of the screen (dmesg). After
which you are presented with this getty and are allowed your first logon.

Fa serverd42 [Running] - Oracle VM VirtualBox

Machine Wiew Devices Help

Dehian GHUALInux jess

B © & i@ 0 | (9 [8) Left WinKey

Y ou should now be able to log on to your virtual machine with the root account. Do you
remember the password ? Was it hunter2 ?

Fa serverd42 [Running] - Oracle VM VirtualBox 4+ - 0OX

Machine Wiew Devices Help
Debian GNU/Linux

root

= fl'tﬂ' sof
ibed in the

MO WARRAMTY, to the extent

B © & i@ 0 | (9 [8) Left WinKey

The screenshots in this book will look like this from now on. You can just type those
commands in the terminal (after you logged on).

root @erver42: ~# who am i

r oot ttyl 2014-11-10 18:21
root @erver42: ~# host nane
server42

root @erver42: ~# date
Mon Nov 10 18:21:56 CET 2014

17
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1.3. virtualbox networking

Y ou can aso log on from remote (or from your Windows/Mac/Linux host computer) using
ssh or putty. Changethe networ k settingsin the virtual machineto bridge. Thiswill enable
your virtual machine to receive an ip address from your local dhcp server.

The default virtualbox networking is to attach virtual network cardsto nat. This screenshiot
shows the ip address 10.0.2.15 when on nat:

root @erver42: ~# ifconfig
et hO Li nk encap: Et hernet HWAddr 08:00: 27: f5: 74: cf
i net addr:10.0.2.15 Bcast:10.0.2.255 Mask: 255. 255.255.0
inet6 addr: fe80::a00:27ff:fefb5:74cf/ 64 Scope: Li nk
UP BROADCAST RUNNI NG MULTI CAST MruU: 1500 Metric:1
RX packets: 11 errors: 0 dropped: 0 overruns: 0 frane: 0
TX packets: 19 errors: 0 dropped: 0 overruns:0 carrier:0
col l'isions: 0 txqueuel en: 1000
RX bytes: 2352 (2.2 KiB) TX bytes:1988 (1.9 Ki B)

l o Li nk encap: Local Loopback
i net addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope: Host
UP LOOPBACK RUNNI NG MrU: 65536 Metric:1
RX packets:0 errors: 0 dropped: 0 overruns:0 frane: 0
TX packets: 0 errors:0 dropped: 0 overruns:0 carrier:0
collisions:0 txqueuel en: 0
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

-] serverd2 - Settings 4+ 0 X
g
E General ‘ Network ‘
[ system
Display Adapter 1 | Adapter 2 | Adapter 3 | .e'-.dapteril
Storage ¥ Enable Metwork Adapter
9 = f
B Audio Attached to: INAT -]
B etk . Not attached |
g? Network Names =
¢% serial Ports ¥ Advanced [NAT vorke
& use Adapter Type: Internal Network —brmn Taseanen) =
=1 Shared Fold Host-only Adapter|Bridged Adapter
ared Folders Promiscuous Mode; Generic Driver | _|
MAC Address; [080027F574CF =)
[¥ Cable Connected
Port Forwarding |
oK I Cancel | Help |

By shutting down the network interface and enabling it again, we force Debian to renew an
ip address from the bridged netwrok.

root @erver42: ~# # do not run ifdown whil e connected over ssh
root @erver42: ~# i fdown et hO

Killed old client process

Internet Systens ConsortiumDHCP Client 4.3.1

Copyright 2004-2014 Internet Systens Consortium

Al rights reserved.

For info, please visit https://ww.isc. org/software/dhcp/

Li steni ng on LPF/ et hO/08: 00: 27: f5: 74: cf
Sendi ng on LPF/ et hO/ 08: 00: 27: f 5: 74: cf

18
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Sendi ng on Socket/fal | back

DHCPRELEASE on ethO to 10.0.2.2 port 67

root @erver42: ~# # now enabl e bridge in virtual box settings
root @erver42: ~# ifup ethO

Internet Systens ConsortiumDHCP Client 4.3.1

Copyri ght 2004-2014 Internet Systens Consortium

Al rights reserved.

For info, please visit https://ww.isc. org/software/dhcp/

Li steni ng on LPF/ eth0O/08: 00: 27: f5: 74: cf
Sendi ng on LPF/ et hO/ 08: 00: 27: f 5: 74: cf
Sendi ng on Socket/f al | back
DHCPDI SCOVER on et hO to 255.255.255.255 port 67 interval 8
DHCPDI SCOVER on et hO to 255.255. 255.255 port 67 interval 8
DHCPREQUEST on et hO to 255. 255. 255. 255 port 67
DHCPOFFER from 192. 168. 1. 42
DHCPACK from 192. 168. 1. 42
bound to 192.168.1.111 -- renewal in 2938 seconds.
root @erver42: ~# ifconfig ethoO
et hO Li nk encap: Et hernet HWAddr 08:00: 27: f5: 74: cf
i net addr:192.168.1.111 Bcast:192.168.1.255 Mask: 255.255.255.0
inet6 addr: fe80::a00:27ff:fefb5:74cf/64 Scope: Li nk
UP BROADCAST RUNNI NG MULTI CAST MTU: 1500 Metric:1
RX packets: 15 errors: 0 dropped: 0 overruns: 0 frane: 0
TX packets: 31 errors: 0 dropped: 0 overruns:0 carrier:0
collisions:0 txqueuel en: 1000
RX bytes: 3156 (3.0 KiB) TX bytes: 3722 (3.6 KiB)
r oot @erver42; ~#

Hereisan example of ssh to thisfreshly installed computer. Note that Debian 8 has disabled
remote root access, so i need to use the normal user account.

paul @ebi an8: ~$ ssh paul @92. 168. 1. 111
paul @92. 168. 1.111' s password:

The prograns included with the Debi an GNU Li nux system are free software;
the exact distribution terns for each program are described in the
i ndividual files in /usr/share/doc/*/copyright.

Debi an GNU Li nux conmes wi th ABSOLUTELY NO WARRANTY, to the extent
pernmitted by applicable | aw.

paul @Gerver42: ~$

paul @Gerver42: ~$ su -

Passwor d:

r oot @erver42: ~#

TODO: putty screenshot here...
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1.4. setting the hostname

The hostname of the server is asked during installation, so there is no need to configure this
manually.

root @erver42: ~# host nane

server42

root @erver42: ~# cat /etc/hostnane

server42

root @erver42: ~# dnsdonmi nnanme

paul . | ocal

root @erver42: ~# grep server42 /etc/ hosts
127.0.1.1 server42. paul . | ocal server42

root @erver42: ~#

1.5. adding a static ip address

This example shows how to add a static ip address to your server.

Y ou can use ifconfig to set a static address that is active until the next reboot (or until the
next ifdown).
a

root @erver42: ~# ifconfig eth0:0 10.104. 33. 39

Adding a couple of lines to the /etc/networ k/inter faces file to enable an extra ip address
forever.

root @erver42: ~# vi /etc/network/interfaces

root @erverd42: ~# tail -4 /etc/network/interfaces

auto eth0:0

iface eth0:0 inet static

address 10.104. 33. 39

net mask 255.255.0.0

root @erver42: ~# ifconfig

et hO Li nk encap: Et hernet HWAddr 08:00: 27: f 5: 74: cf
i net addr:192.168.1.111 Bcast:192.168.1.255 Mask: 255.255.255.0
inet6 addr: fe80::a00:27ff:fefb5: 74cf/ 64 Scope: Li nk
UP BROADCAST RUNNI NG MULTI CAST MTU: 1500 Metric:1
RX packets: 528 errors: 0 dropped: O overruns: 0 frame: 0
TX packets: 333 errors: 0 dropped: O overruns: 0 carrier:0
col l'isions: 0 txqueuel en: 1000
RX bytes: 45429 (44.3 KiB) TX bytes: 48763 (47.6 Ki B)

eth0: 0 Li nk encap: Et hernet HWAddr 08:00: 27: f 5: 74: cf
i net addr: 10. 104. 33.39 Bcast: 10. 255. 255. 255 Mask: 255.0.0.0
UP BROADCAST RUNNI NG MULTI CAST MTU: 1500 Metric:1

l o Li nk encap: Local Loopback
i net addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope: Host
UP LOOPBACK RUNNI NG MTU: 65536 Metric:1
RX packets:0 errors: 0 dropped: 0 overruns:0 frane: 0
TX packets: 0 errors: 0 dropped: 0 overruns:0 carrier:0
col lisions: 0 txqueuel en: 0
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

root @erver42: ~#
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1.6. Debian package management

To get all information about the newest packages form the online repository:

root @erver42: ~# aptitude update

CGet : http://ftp. be.debian.org jessie InRel ease [ 191 kB]
CGet : http://security. debian.org jessi e/ updates |InRel ease [84.1 kB]
CGet : http://ftp. be.debian.org jessie-updates |InRel ease [117 kB]

CGet : http://security. debian.org jessi e/ updates/ mai n Sources [14 B]
CGet : http://ftp. be.debian.org jessie/min Sources/Difflndex [7,876 B]

1
2
3
Get: 4 http://ftp.be.debian.org jessie-backports |InRel ease [118 kB]
5
6
(out put truncated)

To download and apply all updates for al installed packages.

root @erver42: ~# aptitude upgrade
Resol vi ng dependenci es. ..
The foll owi ng NEW packages will be installed:
firmwvare-1inux-free{a} irqgbalance{a} |ibnumal{a} |inux-image-3.16.0-4-and64{a}
The foll ow ng packages will be upgraded:
busybox file libc-bin libc6 libexpatl |ibmagicl |ibpaper-utils |libpaperl libsqglite3-0
| i nux-i mage-and64 | ocal es mul tiarch-support
12 packages upgraded, 4 newWwy installed, O to remove and 0 not upgraded.
Need to get 44.9 MB of archives. After unpacking 161 MB will be used.
Do you want to continue? [Y/n/?]
(out put truncated)

Toinstall new software (vim and tmux in this example):

root @erver42: ~# aptitude install vimtnux
The followi ng NEW packages will be installed:
tmux vimvimruntinme{a}
0 packages upgraded, 3 newmy installed, 0 to renove and O not upgraded.
Need to get 6,243 kB of archives. After unpacking 29.0 MB will be used.
Do you want to continue? [Y/n/?]
Get: 1 http://ftp.be.debian.org/debian/ jessie/main tnmux and64 1.9-6 [245 kB]
Get: 2 http://ftp.be.debian.org/debian/ jessie/main vimruntinme all 2:7.4.488-1 [5, 046 kB]
Get: 3 http://ftp.be.debian.org/debian/ jessie/main vimand64 2:7.4.488-1 [ 952 kB]

Refer to the package management chapter in LinuxAdm.pdf for more information.
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Chapter 2. installing CentOS 7

This module is a step by step demonstration of an actua installation of CentOS 7.

We start by downloading an image from the internet and install CentOS 7 as a virtua
machinein Virtualbox. We will a'so do some basic configuration of this new machine like
setting an ip address and fixing a hostname.

This procedure should be very similar for other versions of CentOS, and also for
distributionslike RHEL (Red Hat Enterprise Linux) or Fedora. This procedure can aso be
helpful if you are using another virtualization solution.
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2.1. download a CentOS 7 image

This demonstration uses alaptop computer with Virtualbox to install CentOS 7 asavirtual
machine. The first task is to download an .iso image of CentOS 7.

The CentOS 7 website looks like this today (November 2014). They change the look
regularly, so it may look different when you visit it.

Download CentOS - Iceweasel - x

File Edit View History Bookmarks Tools Help
€ www.centos.org/download/ * & | |@~ DuckDuckGo B8 & @ v =

+% Download CentOS X | gk |

* CentOS cetcentos  ABOUT-  COMMUNITY - DOCUMENTATION -  HELP

You can download a full DVD, which alows for an off line installation of a graphical
CentOS 7 desktop. Y ou can select this because it should be easy and complete, and should
get you started with aworking CentOS 7 virtual machine.
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But | clicked instead on 'alternative downloads), selected CentOS 7 and x86_64 and ended
up on a mirror list. Each mirror is a server that contains copies of CentOS 7 media. |
selected a Belgian mirror because | currently am in Belgium.

-

- Index of /centos/7.0.1406/is05/x86_64 - Iceweasel + - 0X
Fle Edit Wiew History Bookmarks Tools Help
L ] ye.mirror.eurid.eu/centos/7.0.1406/isos/x86_64/ rC @)V DuckDuckGo @ ﬁ = =

Index of jcentos/7.0.1406/... x | & |

Index of /centos/7.0.1406/isos/x86_64

Hame Last modified Size Description
# parent Director -
@ 0_README . txt 21-1ul-2014 09:24 2.6K
@ Cent05-7.0-1406-x86_64-DVD.iso 06-Jul-2014 19:33 3.9G
2] Cent0S-7.0-14086-x86_64-DVD. torrent 07-Jul-2014 14:16 155K

@ Cent05-7.0-1406-x86_64-Everything.iso 05-Jul-2014 00:16 6.66
@ Cent05-7.0-1406-x86_64-Everything. torrent 07-Jul-2014 14:16 264K

@ Cent05-7.0-1406-x86_64-Gnomelive.iso 04-Jul-2014 19:22 1.06
£l Cent0S-7.0-1406-x86_64-Gnomelive. . torrent ©7-Jul-2014 14:16 42K
@ Cent05-7.0-1406-x86_64-Kdelive.iso 04-Jul-2014 19:44 1.26
@ Cent05-7.0-1406-x86_64-Kdelive.torrent 07-1ul-2014 14:16 49K
£l Cent05-7.0-1406-x86_64-livecd.iso 04-1ul-2014 19:00 687M
@ Cent05-7.0-1406-x86 64-livecd.torrent 07-Jul-2014 14:16 27K
@ Cent05-7.0-1406-x86_64-Minimal.iso 17-1ul-2014 16:16 566M
@ Cent05-7.0-1406-x86 64-NetInstall.iso 04-Jul-2014 17:59 362M
E’] Cent05-7.0-1406-x86 64-NetInstall.torrent 67-Jul-2014 14:16 15K
B ndssun. bt 21-1ul-2014 09:24 486

ri"] md5sum. txt.asc 21-Jul-2014 09:24 1.3K
@ shalsum.txt 21-1ul-2014 09:24 542

@ shalsum.txt.asc 21-1ul-2014 09:24 1.4K
@ sha256sum. txt 21-]ul-2014 09:24 1.3K
@ sha256sum. txt.asc 21-]ul-2014 09:24 2.2K

Thereisagain the option for full DV D's and more. This demonstration will use the minimal
JIso file, because it is much smaller in size. The download takes a couple of minutes.

Library
Organize ¥ Clear Downloads Search Downloads @
> @ History Cent0S-7.0-1406-x86_64-Minimal.iso
<~ Downloads [ |
% Tags

- 7 minutes remaining — 278 of 566 MB (596 KB/sec)
b [ All Bookmarks

Verify the size of thefile after download to make sure it is complete. Probably aright click
on the file and selecting 'properties (if you use Windows or Mac OSX).

| use Linux on the laptop aready:

paul @ebi an8: ~$ I's -1 h Cent OS-7. 0- 1406-x86_64-M ni nal . i so
-rwr--r-- 1 paul paul 566M Nov 1 14:45 CentOS-7.0-1406-x86_64-M ninal.iso

Do not worry if you do no understand the above command. Just try to make sure that the
size of thisfile isthe same as the size that is mentioned on the CentOS 7 website.
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2.2. Virtualbox

This screenshot shows up when | start Virtualbox. | already have four virtual machines, you
might have none.

o) Oracle VM VirtualBox Manager + . 0X
File Machine Help

{:} E:% E‘§> A 4 =3 Details (@) Snapshots

MNew Settings Start Discard

E debian7 = General [E Preview =
@) Powered Off
@ Name: RHEL7Y
5 winxp Operating System: Red Hat (64 bit)
iﬁ (@ Powered Off G system
Base Memory 544 ME
Processors: 2
Execution Cap: 90%
[Fy centos7 Boot Order: Hard Disk, CD/DVD
I @ Powered Off Acceleration: VTH/AMD W, Mested Paging,
PAE/MNX
Display
Video Memory: 32 MB P
Remote Desktop Server: Disabled
Video Capture: Disabled

Storage

Controller: IDE

IDE Secondary Master: [CD/DVD] rhel-server-7.0-x85_64-dvd.iso (3.49 GB)
Controller: SATA
SATA Port O: RHEL7 wdi (Normal, 40.00 GB)

{2 Audio i

Below are the steps for creating anew virtual machine. Start by clicking New and give your
machine aname (I chose server 33). Click Next.

Create Virtual Machine
Name and operating system

Please choose a descriptive name for the new
virtual machine and select the type of operating
system you intend to install on it. The name you
choose will be used throughout VirtualBox to
identify this machine.

Name: |server33]

Type: |Linux x| \a

version: [Red Hat (64 bit) =l

Hide Description -::B_ackl MNext = I Cancel
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A Linux computer without graphical interface will run fine on half a gigabyte of RAM.

Create Virtual Machine + 0 X
Memory size

Select the amount of memary (RAM) in megabytes
to be allocated to the virtual machine.

The recommended memory size is 512 MB.

- |512 = mB

4 MB 8192 MB

-\:Eackl MNext = I Cancel

A Linux virtual machinewill need avirtual hard drive.

Create Virtual Machine
Hard drive

If you wish you can add a virtual hard drive to the
new machine. You can either create a new hard
drive file or select one from the list or from another
location using the folder icon.

If you need a more complex storage set-up you can
skip this step and make the changes to the
machine settings once the machine is created.

The recommended size of the hard drive is 8.00
GB.

¢ Do not add a virtual hard drive

= iCreate a virtual hard drive now!

 Use an existing virtual hard drive file

|RHELT vdi (Normal, 40,00 GE) =

=< Back | Create I Cancel |
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Any format will do for our purpose, so | |eft the default vdi.

Create Virtual Hard Drive + 0 X
Hard drive file type

Please choose the type of file that you would like to use for
the new virtual hard drive. If you do not need to use it with
other virtualization software you can leave this setting
unchanged.

& VDI (VirtualBox Disk Image)!
& WMDK (Virtual Machine Disk)
 WHD (Virtual Hard Disk)

¢ HDD (Parallels Hard Disk)

~ QED (QEMU enhanced disk)
¢ QCOW (QEMU Copy-On-Write)

Hide Descriptionl = Back | MNext = I Cancel |

The default dynamically allocated type will save disk space (until we fill the virtual disk
up to 100 percent). It makes the virtual machine a bit slower than fixed size, but the fixed
size speed improvement is not worth it for our purpose.

Create Virtual Hard Drive 4+ 0 X
Storage on physical hard drive

Please choose whether the new virtual hard drive file should
grow as it is used (dynamically allocated) or if it should be
created at its maximum size (fixed size).

A dynamically allocated hard drive file will only use space on
your physical hard drive as it fills up (up to a maximum fixed
size), although it will not shrink again automatically when
space on it is freed,

A fixed size hard drive file may take longer to create on some
systems but is often faster to use,

= iDynamically allocated!

" Fixed size

= Back | MNext = I Cancel
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The name of the virtual disk file on the host computer will be server 33.vdi in my case (I left
it default and it uses the vm name). Also 16 GB should be enough to practice Linux. The
filewill stay much smaller than 16GB, unless you copy alot of filesto the virtual machine.

Create Virtual Hard Drive 4+ 0O X
File location and size

Please type the name of the new virtual hard drive file into the
box below or click on the folder icon to select a different folder
to create the file in.

|server33 =)

Select the size of the virtual hard drive in megabytes. This size
is the limit on the amount of file data that a virtual machine will
be able to store on the hard drive,

} [ Reo0cB

4.00 MB 2.00TB

= Back | Create I Cancel |

Y ou should now be back to the start screen of Virtualbox. If al went well, then you should
see the machine you just created in the list.

Oracle VM VirtualBox Manager + - 0OX
File Machine Help

{:} E:% ':E> A {=3 Details () Snapshots

New Settings Start Discard

=] debian7 El General [E Preview =
i Powered Off
[e‘ @ Mame: server33
75 winxp Operating System: Red Hat (64 bit)
iﬂ (@) Powered Off @ system
2= RHEL7 Base Memory 512 MB
I (@) Powered Off Boot Order:  CD/DVD, Hard Disk
Acceleration:  WT-/AMDY, Nested Paging,
[y centos7 PAE/NX
I (@) Powered Off
Display
Video Memory: 12 MB —
Remote Desktop Server: Disabled
Video Capture: Disabled

Storage

Controller: IDE

IDE Secondary Master: [CD/DVD] Cent0S5-7.0-1406-x86_64-Minimal.iso (566,00 MB)
Controller: SATA

SATA Port 0: server33.vdi (Normal, 16.00 GB)

{2 Audio i
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After finishing the setup, we go into the Settings of our virtual machine and attach the .iso
file we downloaded before. Below is the default screenshot.

ol server33 - Settings 4+ 0 %
[E General Storage
E System
Storage Tree Attributes
=] Displa =
; o & GE Name: |IDE
5 3 I
4}: Audio () Empty Type: [PllX4 =
& Network 4 Controller: SATA ¥ Use Host I/0 Cache
{3 Serial Ports - @ serverszvd
¥ usB
[l Shared Folders

oK I Cancel Help

Thisis a screenshot with the .iso file properly attached.

-3 server33 - Settings + 0O X
g
[E General Storage
[ system
Displ Storage Tree Attributes
=l Display
= ¢ Controller: IDE CD/DVD Drive: [IDE Secondary M: x| (&)
§a Audio B @ Ccnt05-7.0-140¢ I~ Live CD/DVD
@ Network 4 Controller: SATA Information
Serial Port B server33.vdi Uiz IB=0=
@ Serial Ports Size: 566.00 MB
& usB Location: /homefpaul/Download...
L Shared Folders Attached to: -
BE&

oK I Cancel Help
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2.3. CentOS 7 installing

The screenshots below will show every step from starting the virtual machine for the first
time (with the .iso file attached) until the first logon.

Y ou should see this when booting, otherwise verify the attachment of the .iso file form the
previous steps. Select Test thismedia and install CentOS 7.

E server33 [Running] - Oracle VM VirtualBox 4+ - 0OX

Machine Wiew Devices Help

Cent03 7

Install CentOS 7
Test this media & install CentDS ?

Troubleshoot ing

futomatic boot in 59 seconds...

B & | (0[] Left Winkey
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Carefully select the language in which you want your CentOS. | aways install operating
systemsin English, even though my native language is not English.

Also select the right keyboard, mineisaUS qwerty, but yours may be different.

server33 [Running] - Oracle VM VirtualBox 4+ _0OX
Machine View Devices Help

CENTOS 7 INSTALLATION

@ B

CentOS WELCOME TO CENTOS 7.

What language would you like to use during the installation process?

English English > English (United States)

English (United Kingdom)

Afrikaans  Afrikaans

i English (India)
hmcT  Ambharic
English (Australia)
M()‘J‘ Arabic English (Canada)
WA Assamese English (Denmark)
Asturianu Asturian English (Ireland)
Eenapyckas  Belarusitn English (New Zealand)
Buarapckn  Bulgarian English (Nigeria)
- BGH}]&&'F English (Hong Kong SAR China)
Bosanski  Bosnian Eraeh (Piitpeines)
English (Singapore)
Catala Catalan English (South Africa)
Ceétina  Crzech English (Zambia)
Cymraeg Welsh English (Zimbabwe)
(

Dansk  Danish English (Botswana)

Type here to search. a

Quit Continue

Bl @ &P ] i@ @ [ (¥ [2) Left Winkey

Y ou should arrive at a summary page (with one or more warnings).

server33 [Running] - Oracle VM VirtualBox + - 0X
Machine View Devices Help
INSTALLATION SUMMARY CENTOS 7 INSTALLATION
Bus
LOCALIZATION
DATE & TIME KEYBOARD
Americas/New York timezone English (US)

LANGUAGE SUPPORT
English (United States)

SOFTWARE
INSTALLATION SOURCE SOFTWARE SELECTION
Local media Minimal Instat

SYSTEM
INSTALLATION DESTINATION NETWORK & HOSTNAME
Automatic partitioning selected Not connected

Quit

i1, Please complete items marked with this icon before continuing to the next step.

Bl ® & & @ | @ [8] Left Winkey
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Start by configuring the network. During this demonstration | had a DHCP server running
at 192.168.1.42, yours is probably different. Ask someone (a network administator ?) for
help if this step fails.

& server33 [Running] - Oracle VM VirtualBox 4+ _0ox
Machine View Devices Help

NETWORK & HOSTNAME CENTOS 7 INSTALLATION

g Ethernet (enpOs3) on -I

Connected
Hardware Address 08:00:27:1C:F5:AB
Speed 1000 Mb/s
IP Address 10.0.2.15
Subnet Mask 255.255.255.0
Default Route 10.0.2.2

DNS 192.168.1.42

‘ + - } Configure...

Hostname: | localhost. localdomain

B @ P 0 &= @ [ @ 2] Left Winkey

Select your time zone, and activate ntp.

[ server33 [Running] - Oracle VM VirtualBox
Machine View Devices Help

DATE & TIME

Region:  Europe ~ | City: | Brussels

B @& 0 & @[ @ 2] Left Winkey
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Choose amirror that is close to you. If you can't find alocal mirror, then you can copy the
one from this screenshot (it is a general CentOS mirror).

E server33 [Running] - Oracle VM VirtualBox

Machine View Devices Help

INSTALLATION SOURCE

Which installation source would you like to use?

Auto-detected installation media:

@ On the network:

http:// ~ | mirror.centos. org/centos/7/os/xB6_64/ Proxy setup.

This URL refers to a mirror list k
Additional repositories

Enabled Name

Bl @ &P ] w= @ [ @ 2] Left Winkey

It can take a couple of seconds before the mirror is verified.

server33 [Running] - Oracle VM VirtualBox + - 0X
Machine View Devices Help
INSTALLATION SUMMARY CENTOS 7 INSTALLATION
Eus
LOCALIZATION
DATE & TIME KEYBOARD
Europe/Brussels timezone English (US)

LANGUAGE SUPPORT
English (United States)

SOFTWARE

INSTALLATION SOURCE SOFTWARE SELECTION
http://mirror.centos.org/centos/7/0s/x86_64/ Source changed - please verify
.3
SYSTEM
INSTALLATION DESTINATION NETWORK & HOSTNAME
Automatic partitioning selected Wired (enpOs 3) connected
Quit

i1, Please complete items marked with this icon before continuing to the next step.

Bl ® & & @ | @ [8] Left Winkey

33



installing CentOS 7

| did not select any software here (because | want to show it all in this training).

E‘ server33 [Running] - Oracle VM VirtualBox
Machine View Devices Help

SOFTWARE SELECTION

Done

Base Environment Add-Ons for Selected Environment

© Minimal Install Compatibility Libraries
Basic functionality. Compatibility libraries for applications built on previous versions of
Infrastructure Server CentOS Linux.

Server for operating network infrastructure services
Development Tools
File and Print Server A basic development environment.
File, print, and storage server for enterprises Smart Card Support
Support for using smart card authentication
Basic Web Server

Server for serving static and dynamic internet content

Virtualization Host
Minimal virtualization host

Server with GUI

Server for operating network infrastructure services, with a GUL

GNOME Desktop
GNOME is a highly intuitive and user friendly desktop environment

KDE Plasma Workspaces k
The KDE Plasma Workspaces, a highly-configurable graphical user
interface which includes a panel, desktop, system icons and desktop

widgets, and many powerful KDE applications

Development and Creative Workstation
Workstation for software, hardware, graphics, or content

development

Bl @ &P ] i@ @ [ (¥ [2) Left Winkey

After configuring network, location, software and all, you should be back on this page. Make
sure there are no warnings anymore (and that you made the correct choice everywhere).

server33 [Running] - Oracle VM VirtualBox + - 0X
Machine View Devices Help
INSTALLATION SUMMARY CENTOS 7 INSTALLATION
Eus
LOCALIZATION
DATE & TIME KEYBOARD
Europe/Brussels timezone English (US)

LANGUAGE SUPPORT
English (United States)

SOFTWARE

INSTALLATION SOURCE SOFTWARE SELECTION
http://mirror.centos.org/centos/7/0s/x86_64/ Minimal Install
3
SYSTEM
INSTALLATION DESTINATION NETWORK & HOSTNAME
Automatic partitioning selected Wired (enpOs 3) connected
Quit Begin Installation

Bl ® & & @ | (2 [8) Left Winkey
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You can enter a root password and create a user account while the installation is
downloading from the internet. Thisisthe longest step, it can take several minutes (or up to
an hour if you have a slow internet connection).

server33 [Running] - Oracle VM VirtualBox

CONFIGURATION CENTOS 7 INSTALLATION
Bus

USER SETTINGS

ROOT PASSWORD @  USERCREATION
Root password is set - User paul will be created

CentOS Core SIG
Produces the CentOS Linux Distribution.

‘wiki.centos.org/SpecialinterestGroup

B @D 00| @ [E Left Winkey

If you see this, then the installation was successful.

Time to reboot the computer and start CentOS 7 for the first time.

server33 [Running] - Oracle VM VirtualBox 4+ - 0OX

CONFIGURATION CENTOS 7 INSTALLATION
Eus

Complate!
—_—
CentOS is now successfully installed on your system and ready for you to use! Go ahead and reboot to start using it!

Reboot

23, Use of this product is subject to the license agreement found at fusr/share/centos-release/EULA

B @& 0w [ (@ E Left Winkey
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This screen will appear briefly when the virtual machines starts. You don't have to do
anything.

E server33 [Running] - Oracle VM VirtualBox
Machine Wiew Devices Help

CentDS Linux, with Linux 3.10.0-123.e17.x86_64
Cent03 Linux, with Linux O-rescue-5a89376246d4640eabbfeel96a8d4376e9

Use the T and ! keys to change the selection.
Press ‘e’ to edit the selected item, or 'c’ for a command prompt.
The selected entry will be started automatically in 5s.

B © & i@ 0 | (9 [8) Left WinKey

After acouple of seconds, you should see alogon screen. Thisiscalled atty or agetty. Here
you can typer oot as username. Thelogin processwill then ask your password (nothing will
appear on screen when you type your password).

E server33 [Running] - Oracle VM VirtualBox 4+ - 0OX

Machine Wiew Devices Help

Cent0S Linux ? (Core)
Kernel 3.18.8-123.el?.x86_64 on an xB6_64

localhost login: _

B © & i@ 0 | (9 [8) Left WinKey
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And thisiswhat it looks like after logon. Y ou are logged on to your own Linux machine,
very good.

E server33 [Running] - Oracle VM VirtualBox

Machine Wiew Devices Help

Cent0S Linux ? (Core)
Kernel 3.18.8-123.el?.x86_64 on an xB6_64

localhost login: root
Password:
[root@localhost ~1# _

B ) &P om0 | (9 [2] Left Winkey

All subsequent screenshots will be text only, no images anymore.

For example this screenshot shows three commands being typed on my new CentOS 7
install.

[root @ocal host ~]# who amii

r oot pts/ 0 2014-11-01 22:14
[root @ocal host ~]# host name

| ocal host. | ocal domai n

[root @ocal host ~]# date

Sat Nov 1 22:14:37 CET 2014

When using ssh the same commands will give this screenshot:

[root @ocal host ~]# who amii

r oot pts/ 0 2014-11-01 21:00 (192.168. 1. 35)
[root @ocal host ~]# host nanme

| ocal host. | ocal donai n

[root @ocal host ~]# date

Sat Nov 1 22:10:04 CET 2014

[root @ocal host ~]#

If the last part isabit too fast, take alook at the next topic CentOS 7 first logon.
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2.4. CentOS 7 first logon

All you have to log on, after finishing the installation, is this screen in Virtual box.

E server33 [Running] - Oracle VM VirtualBox

Machine Wiew Devices Help

Cent0S Linux ? (Core)
Kernel 3.18.8-123.el?.x86_64 on an xB6_64

localhost login: _

B ) &P om0 | (9 [2] Left Winkey

This is workable to learn Linux, and you will be able to practice a lot. But there are more
way's to access your virtual machine, the next chapters discuss some of these and will aso
introduce some basic system configuration.

2.4.1. setting the hostname

Setting the hostname is a simple as changing the /etc/hostname file. As you can see here,
it is set to localhost.localdomain by default.

[root @ocal host ~]# cat /etc/hostnane
| ocal host .| ocal donmai n

Y ou could do echo server 33.netsec.local > /etc/hostname followed by areboot. But there
isalso the new CentOS 7 way of setting a new hostname.

[root @ocal host ~]# nnt ui

The above command will give you a menu to choose from with a set system hostname
option. Using this nmtui option will edit the /etc/hostname file for you.

[root @ocal host ~]# cat /etc/hostnane
server 33. net sec. | ocal

[root @ocal host ~]# host nane

server 33. net sec. | ocal

[root @ocal host ~]# dnsdomai nnane

net sec. | ocal

For some reason the documentation on the centos.org and docs.redhat.com websites tell
you to also execute this command:

[root @ocal host ~]# systenttl restart systend-hostnamed
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2.5. Virtualbox network interface

By default Virtualbox will connect your virtual machine over a nat interface. This will
show up as a 10.0.2.15 (or similar).

[root @erver33 ~]# ip a
1. lo: <LOOPBACK, UP, LONER UP> ntu 65536 qdi sc noqueue state UNKNOMN
| i nk/ 1 oopback 00: 00: 00: 00: 00: 00 brd 00: 00: 00: 00: 00: 00
inet 127.0.0.1/8 scope host lo
valid_ |ft forever preferred_|ft forever
inet6 ::1/128 scope host
valid_ |Ift forever preferred_|ft forever
2: enp0s3: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdi sc pfifo_fast s\
tate UP gl en 1000
I ink/ether 08:00:27:1c:f5:ab brd ff:ff:ff:ff:ff:ff
inet 10.0.2.15/24 brd 10.0. 2. 255 scope gl obal dynam c enp0s3
valid | ft 86399sec preferred_|ft 86399sec
inet6 fe80::a00:27ff:felc:fb5ab/64 scope link
valid_ |Ift forever preferred_|ft forever

Y ou can change this to bridge (over your wi-fi or over the ethernet cable) and thus make it
appear asif your virtual machine is directly on your local network (receiving an ip address
from your real dhcp server).

o server33 - Settings + 00X
[E General Network
[# system
B Display Adapter 1 | Adapter 2 | Adapter 3 | .e'-.dapteril
@] Storage ¥ Enable Network Adapter
B Audio Attached to: [Bridged Adapter  [+]
N— Mot attached
Metwork Name: | a7 =l
{3 Serial Ports o Advanced NAT Network
& uss Adapter Type:  Internal Network ktop (B2540EM) =
[0 shared Fold Host-only Adapter
ared rolders Promiscuous Mode: Generic Driver LI
MAC Address: [0B0D271CFSAB (s}

[¥ Cable Connected

Port Forwarding |

0K I Cancell Help |

Y ou can make this change whilethevm isrunning, provided that you execute this command:

[root @erver33 ~]# systenctl restart network
[root @erver33 ~]# ip a s dev enp0s3
2: enp0s3: <BROADCAST, MULTI CAST, UP, LOAER_UP> ntu 1500 qdi sc pfifo_fast s\
tate UP gl en 1000
Ilink/ether 08:00:27:1c:f5:ab brd ff:ff:ff:ff:ff:ff
inet 192.168.1.110/24 brd 192. 168. 1. 255 scope gl obal dynani c enp0s3
valid_|ft 7199sec preferred_| ft 7199sec
inet6 fe80::a00:27ff:felc:f5ab/64 scope |ink
valid_|Ift forever preferred_|ft forever
[root @erver33 ~]#

39



installing CentOS 7

2.6. configuring the network

The new way of changing network configuration is through the nmtui tool. If you want to
manually play with the files in /etc/sysconfig/networ k-scripts then you will first need to
verify (and disable) Networ kM anager on that interface.

Verify whether an interface is controlled by Networ kM anager using the nmcli command
(connected means managed bu NM).

[root @Gerver33 ~]# nntli dev status

DEVI CE TYPE STATE CONNECTI ON
enp0s3 ethernet connected enp0s3
l o | oopback unmanaged

Disable Networ kM anager on an interface (enp0s3 in this case):

echo ' NM_CONTROLLED=no' >> /etc/sysconfig/network-scripts/ifcfg-enp0s3

Y ou can restart the network without areboot like this;

[root @erver33 ~]# systentt| restart network

Also, forget ifconfig and instead use ip a.
[root @erver33 ~]# ip a s dev enp0s3 | grep inet
inet 192.168.1.110/24 brd 192. 168. 1. 255 scope gl obal dynani c enp0s3

inet6 fe80::a00:27ff:felc:fb5ab/64 scope |ink
[root @erver33 ~]#

2.7. adding one static ip address

This example shows how to add one static ip address to your computer.

[root @erver33 ~]# nntui edit enp0s3

In thisinterface leave the IPv4 configuration to automatic, and add an ip addressjust below.

| Pv4 CONFI GURATI ON <Aut omati c> <Hi de>
Addr esses 10. 104. 33. 32/ 16 <Renove>

Execute this command after exiting nmtui.

[root @erver33 ~]# systenct| restart network

And verify with ip (not with ifconfig):

[root @erver33 ~]# ip a s dev enp0s3 | grep inet
inet 192.168.1.110/24 brd 192. 168. 1. 255 scope gl obal dynani c enp0s3
i net 10.104.33.32/16 brd 10. 104. 255. 255 scope gl obal enp0s3
inet6 fe80::a00:27ff:felc:fb5ab/64 scope |link

[root @erver33 ~]#
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2.8. package management

Even with a network install, CentOS 7 did not install the latest version of some packages.
Luckily thereis only one command to run (as root). This can take awhile.

[ root @erver33 ~]# yum updat e
Loaded pl ugins: fastestmrror
Loading mirror speeds from cached hostfile
* base: centos. weepeet el ecom be
* extras: centos.weepeetel ecom be
* updates: centos. weepeet el ecom be
Resol vi ng Dependenci es
--> Runni ng transaction check
---> Package NetworkManager.x86_64 1:0.9.9.1-13.git20140326. 4dba720.¢el 7 \
wi |l be updated
(out put truncated)

You can aso use yum to install one or more packages. Do not forget to run yum update
from time to time.

[root @erver33 ~]# yumupdate -y & yuminstall vim-y
Loaded pl ugins: fastestmrror
Loadi ng mirror speeds from cached hostfile
* base: centos. weepeet el ecom be
(out put truncated)

Refer to the package management chapter for more information on installing and removing
packages.
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2.9. logon from Linux and MacOSX

You can now open aterminal on Linux or MacOSX and use ssh to log on to your virtual
machine.

paul @lebi an8: ~$ ssh root @92. 168. 1. 110
root @92.168.1.110' s password:

Last login: Sun Nov 2 11:53:57 2014

[ root @erver33 ~]# host name
server 33. netsec. | oca

[root @erver33 ~]#

2.10. logon from MS Windows

There is no ssh installed on MS Windows, but you can download putty.exe from http://
www.chiark.greenend.or g.uk/~sgtatham/putty/download.html (just Googleit).

Use putty.exe as shown in this screenshot (I saved the ip address by giving it a name
'server33' and presing the 'save’ button).

% PuTTY Configuration

Cateqgary:
[=- Sezzion B azic options for pour PuTTY zeszion
L.Dgglng Specify the destination pou want to connect to
=1 T errninal
Haozt Hame [or [P addresz) Part
K.epboard
Bell 192.168.1.110 22
Features Connection type
= Window {(JRaw (O Telet (O Rlegn & 55H O Sernial
A
ppealrance Load, zave or delete a stored zezsion
B ebaviaur
Translation Saved Seszions
Selection serverdd
Coalours
Default Settings
= Connection erverTd
[rata ; 5
Prosy
Rlogin
55H
Serial Clozse window on exit:
() Abway: () Mever (%) Only on clean exit
(o ) o
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The first time you will get a message about keys, accept this (this is explained in the ssh

chapter).

[

PuTTY Security Alert

The server's host kew is not cached in the regiskey, You
hawve no guarantee that the server is the computer wou
think it is.

The server's rsaZ kew fingerprint is:

ssh-rsa 2045 07:5biAci62:3F149:5F:8b:0F: 3b:54: b 8b:56:58:c3
If wou trusk this host, hit Yes bo add the key to

PUTT%'s cache and carry on connecting.

If wou want bo carry on connecking just once, without
adding the key to the cache, hit Mo,

If wou do nok trusk this hosk, hit Cancel o abandon the
conneckion,

l [ Cancel

- [B]

Enter your userid (or root) and the correct password (nothing will appear on the screen when

typing a password).

19 Z014 from 192.168.
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